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Keywords: Maritime security threats undermine safety and security at sea and, in turn, coastal states’ efforts to harness the

Africa resources in their maritime domain. This assertion is true for coastal states and Small Island Developing States

Cyber Security (SIDS) on the African continent, where limited maritime enforcement capabilities have increased security threats

Glﬂf, (?f Guinea . . at sea, such as illegal, unreported and unregulated fishing, piracy and armed robbery at sea, toxic waste dumping
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Security, Technology and other illicit activities. African navies and their foreign partners are taking advantage of the opportunities that
technology provides to improve safety and security. Technology has led to the identification of criminals at sea,
their capture and prosecution, making it crucial in enhancing maritime security. As such, the merits of its use for
maritime security are undeniable. However, using technology comes with challenges that need to be considered.
With this in mind, our research makes an original contribution by exploring the opportunities for using tech-
nology to advance maritime safety and security in Africa, successes and challenges with an emphasis on the Gulf
of Guinea region. Drawing from questionnaire data from maritime law enforcement personnel, agencies sup-
porting the implementation of the Yaoundé Code of Conduct (2013), and a review of relevant literature and
policy documents, we contend that technology has significantly improved maritime domain awareness and the
effective implementation of maritime safety and security in the Gulf of Guinea. However, addressing existing
limitations and enhancing human capacity is imperative to sustain this progress.

1. Introduction

As the world increasingly relies on the oceans for food, energy,
employment, and environmental solutions, maritime security is
becoming an important discussion topic among policymakers, policy
implementers, and researchers. This is because the maritime space is
under increasing threats, resulting from the overexploitation of fish
stocks through both legal fishing and illegal, unreported and unregu-
lated (IUU) fishing, piracy and armed robbery at sea, illegal oil
bunkering, toxic waste dumping, drugs and human trafficking, and other
illegal activities. Indeed, there has been a steep increase in global
maritime insecurity since the end of the Cold War, which saw a decrease
in naval sizes and has impacted state enforcement capacity. At the same
time, surplus weapons, technology and vessels were acquired by
organised criminal networks — such as pirates and terrorists [54].

While the last decades witnessed the rise of transnational public-
private initiatives to enhance maritime security and had some success
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mitigating security risks to economic activities on the high seas [64],
many threats are highly persistent in their effects on coastal states and
communities, particularly on the African continent. The Gulf of Guinea
(GoG) has become one of the global hotspots of maritime insecurity due
to prevalent IUU fishing, piracy, armed robbery, oil theft and illegal oil
bunkering. The reasons for that include a limited capacity for regional
states to monitor and control activities at sea, as many countries cannot
devote necessary resources to address maritime insecurity.

The colonial roots of maritime insecurity are also worth noting, as
conflict over maritime borders is a major factor undermining maritime
law enforcement cooperation and collaboration. The European partition
of Africa, in particular, created numerous border conflicts, weakening
state capacity and making maritime jurisdictions unclear. Following the
end of colonialism, states worked to avoid secessionism and civil wars,
which affected their investment in their navies. These, along with
regional institutions with limited capacity and debt-ridden economies,
place colonialism at the root of African nations’ limited maritime
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capabilities [46].

Though traditional narratives define maritime security in terms of
the presence or absence of actual threats, academic engagement in this
area often fails to adequately consider maritime domain awareness
(MDA). As Boraz [4] argues, a key misinterpretation that has caused this
literary and policy gap is the myth that navies and security agencies
have always ‘done’ MDA. While the need for situational awareness has
always been recognised and pursued in the maritime sector, MDA as a
cohesive approach is a relatively recent concept that has emerged in
response to the rapid growth in security threats, data sources and
maritime networks. Though technologies such as RADAR and Automatic
Identification System (AIS) are long-established, the limits to their ca-
pacity have driven the development of MDA. As [40] writes, “what
surveillance systems cannot do is to put the data they generate into
context. They cannot, in other words, reveal purpose or intention.” This
is perhaps the most significant role of MDA: contextualisation of data,
which allows maritime security actors to take informed actions to tackle
threats at sea.

In discussing the centrality of MDA to maritime security in the GoG,
Gilpin [29] argues that the prevailing "land-centric" security approach,
where national law enforcement agencies primarily focus on land-based
threats, contributes to the lack of MDA in the region and by extension,
the increased insecurity at sea. Consequently, combating maritime
insecurity in the GoG has involved addressing the limited (asymmetric)
capabilities of regional countries through collective capacity building.
This effort is centred around improving MDA tools and is fostered by
international cooperation and collaboration. Considering the
multi-layered responsibilities of the maritime security sector [43], write
that while strong governance and enforcement capacity is necessary for
securing maritime areas, “first and foremost though, we [the interna-
tional maritime community] must understand the maritime domain and
what is going on within it, so that we can formulate good policy,
effectively deploy assets and ensure the uninterrupted flow of com-
merce.” With this assertion, the authors establish MDA as not just a
central component of maritime security but as a mandatory precondi-
tion to all other aspects of maritime security. It is through this lens that
we seek to establish our own understanding of maritime security,
wherein the extent and success of maritime security is defined by the
attainment of MDA. As Doorey [21] suggests, the key to protecting a
country’s maritime domain is a timely and comprehensive under-
standing of all maritime activity in its inland waterways, territorial seas,
Exclusive Economic Zone (EEZ), and high seas. Thomas [66] takes this
further, arguing that maritime situational awareness is a critical
component of maritime security; we adopt this to form our under-
standing of maritime security and inform our exploration of
MDA-enhancing technologies that, under this new definition, are
essential to securing maritime environments.

In the GoG, technology has proved to be a promising path to enhance
regional capacity to address security threats at sea. This involves using
technologies to boost MDA, facilitating improved information gathering,
communication, and interventions and fostering smoother cooperation
among various security actors within and across nations. The Yaoundé
Architecture, established by the Yaoundé Code of Conduct 2013, is at
the core of these efforts. The Yaoundé Code of Conduct is an interna-
tional framework encompassing norms, conventions, and organizations
and the Architecture serves as a platform for regional and international
collaboration in maritime security, incorporating multi-level capacity
building, information-sharing mechanisms, and operational cooperation
([45], pp. 75-86). The international community has rallied behind the
GoG states to address security threats, as evident in the United Nations
Security Council (UNSC) Resolutions 2018 (2011), 2039 (2012), and
2634 (2022). While these resolutions primarily emphasised piracy and
armed robbery at sea, they urged GoG states to collaborate in countering
security threats in their region [23]. This shift has established a regional
imperative for MDA and actions against maritime insecurity, moving the
region’s focus from receiving security assistance to enhancing regional
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capacity through collaborations with coastal states.

To understand the extent to which regional agencies in the GoG are
deploying technology for MDA and information sharing to enhance
maritime security, we ask, what are the opportunities and challenges
associated with using technologies for maritime security in the GoG?
Our research advances our understanding of the subject area by being
the first to present empirical evidence on the opportunities, successes,
and challenges of using technology for maritime security on the African
continent based on the realities of the GoG countries. In addition, as
2023 marks the 10th anniversary of the signing of the Yaoundé Code of
Conduct, our research contributes to the literature by assessing how
technology has helped the region achieve some of the agreement’s key
objectives, which include improving regional safety and security
through enhanced information sharing. Using primary data from ques-
tionnaires distributed to key strategic and operational organisations
focused on maritime safety and security in the GoG, and the review of
literature and policy documents, we argue that technology has improved
MDA and information sharing and, resultantly, maritime security in the
GoG. However, the use of maritime technology must be complemented
with necessary human resources and relevant assets (e.g., surface and
air) for a sustainable outcome. Although technologies for maritime se-
curity more broadly would include those deployed for port monitoring
and security, container control, digitisation of vessel navigation systems,
MDA and information sharing, we limit our analysis to technologies
deployed mainly for information gathering and sharing by the navies
and coast guards.

To explore the opportunities, successes, and challenges associated
with the use of technologies for maritime security, our paper is struc-
tured as follows. The introductory section is succeeded by a literature
review that underscores the role of MDA technologies in enhancing
maritime security. Following this, we detail the research methodology.
Subsequent sections include the presentation of findings, commencing
with the successful implementation of technology, and then moving on
to the challenges faced and the corresponding solutions. Our paper
concludes with a section dedicated to implications and overall
conclusions.

2. From sea blindness to sea vision: maritime domain awareness
as central to maritime security

Territorial states have long sought to extend their governing capacity
and control over the sea [55], and yet oceans remain an elusive space for
many coastal states due to limited capacity resulting from lack of access
to infrastructure, technology and technical know-how. The vast nature
of the marine environment raises the costs for states to monitor activities
at sea. This ultimately translates into a security issue, impairing states’
capacity to identify threats and sanction misbehaviour. Nevertheless,
the centrality of maritime activities for the world economy has pushed
states, international organisations, and private actors to establish joint
efforts to try and render the sea governable [10]. Central to these efforts
are initiatives that leverage technology to amplify the capabilities of
states and other pertinent stakeholders in rendering the maritime
domain more visible. The evolution of MDA is intrinsically linked to the
rise of technologies promising to enhance states’ surveillance capabil-
ities. The progress in information technology has facilitated the creation
of more efficient platforms for collecting, integrating, analysing, and
sharing such data. This, in turn, has enabled the translation of MDA into
a heightened maritime situational awareness, generating a compre-
hensive database of information, often in real-time. This information
serves as a foundation for planning and targeting various maritime se-
curity operations, including but not limited to vessel interceptions and
inspections at sea [10].

The initial development of MDA was limited by the capacities of
available technologies, which historically have been RADAR and satel-
lite imagery. Both have differing advantages and limitations: land-based
RADAR is relatively low-cost (both in terms of installation and
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operation) and can operate in all weather conditions but has a small
sensor area. Space-based satellite imagery covers a large area but is
expensive to install and operate while not providing persistent moni-
toring [36,50]. A key limitation of these technologies is their precision —
the limited sensor resolution of RADAR makes it difficult to determine
whether a detected object is a ship, while the pixel resolution required
for wide-area satellite imaging is often unable to detect small vessels
[28,57]. Even when a ship is detected, it is nearly impossible to ascertain
its identity through RADAR or satellite imagery alone; additionally,
these technologies cannot identify vessel activity, meaning illegal ac-
tivity cannot be tracked [61]. While RADAR and satellite imaging have
provided a useful starting point for enhancing MDA, their numerous
disadvantages, combined with rapid growth in global maritime activity,
have meant that maritime security stakeholders can no longer reliably
use them without complementary data from other technologies.

Automatic Identification System (AIS) and Vessel Monitoring System
(VMS) data, if properly utilised, is highly valuable for maritime stake-
holders, from maritime security enforcement authorities such as navies
and coastguards to fisheries regulators. Though originally developed as
a tool to enhance vessel safety and collision avoidance through Vessel
Traffic Services (VTS), the benefits that AIS vessel tracking would pro-
vide to MDA were quickly recognised [65]. In contrast to RADAR or
satellite systems, which provide information either infrequently or on
request, AIS transmits vessel identification data several times per min-
ute, allowing for real-time tracking of vessels [13,47]. Additionally, as
opposed to previous reliance on VTS and RADAR, AIS is not restricted to
port areas; instead, it utilises a combination of satellite and terrestrial
systems for data transmission, thus creating a global monitoring system
[1,47]. The significance of this final point cannot be overstated, as
previous monitoring systems were either terrestrial and thus could not
capture shipping activity outside near-coast zones or space-based, which
had a wider range but low frequency of data capture [51]. AIS combines
the two systems to establish extensive coverage and a standardised and
cheap means of tracking vessel activity. In contrast to the relatively
incidental application of AIS to MDA, VMS was developed specifically
for vessel tracking in the shipping and fisheries industry, making it, by
some accounts, a more accurate and reliable monitoring system [59].
Though it transmits data at a much lower rate than AIS and in one di-
rection (i.e. ship to shore), VMS systems are typically closed and pri-
vately operated, and opposed to the public nature of AIS - this makes
them a more secure, albeit costly, option for improving vessel moni-
toring and security at sea [19,34].

A major challenge posed by the growing reliance on VMS and AIS is
vessels “going dark”, whereby communications and data reporting are
switched off, allowing illegal activity to be obscured. In a recent meta-
analysis, Welch et al. [74] showed that, between 2017 and 2019, up
to 6% of global fishing vessel activity was obscured by AIS disabling,
roughly equating to 4.9 million hours of fishing activity. Though
switching off AIS is in contravention of the International Convention for
the Safety of Life at Sea (SOLAS), captains argue that doing so hides their
position from pirates; however, even for legitimate vessels, this poses a
risk as it limits their ability to avoid collisions in congested areas [31].
Some vessels may go to even further lengths to obscure their activity,
such as exploiting the poor cybersecurity of AIS reporting systems to
introduce false signals to the system [2]. Additionally, though the
installation of AIS is mandatory on large ships under International
Maritime Organisation (IMO) regulations, there is no requirement for
the system to be present on small commercial vessels, while the use of
VMS is legislated on a national basis [76,20,52]. As a result, there are
significant gaps in AIS and VMS reporting and data transmission, in
addition to vessels going dark, mandating additional monitoring tech-
nologies to close these gaps.

Recent technological innovations are helping close these gaps, most
notably Synthetic Aperture RADAR (SAR) and Vessel Infrared Imaging
Radiometer Suite (VIIRS). SAR is, in essence, a more advanced version of
traditional RADAR that can observe areas in any weather conditions and
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at any point in the day; additionally, the imaging and data it produces
are of a significantly higher resolution compared to traditional RADAR,
allowing for vessel activity and position to be recorded [36,56]. The
proliferation of data processing algorithms means that vessels can be
tracked and illegal activity identified much faster and with greater ef-
ficiency [18,60]. A further extension of this technology is in identifying
trends in “dark zones”. SAR can be used to identify areas in which ships
frequently disable their tracking systems, which allows maritime secu-
rity authorities to identify zones of high importance for tackling illegal
activity at sea [53]. However, SAR still presents maritime security
enforcement actors with the issues typically associated with
satellite-based imaging, namely that it is a highly expensive system and
can only observe a specific area every few days due to satellite orbit
patterns [39]. VIIRS, on the other hand, is a system that detects light
sources — this system greatly strengthens vessel tracking at night, which
is when a significant proportion of illegal maritime activity, particularly
IUU fishing, takes place [25]. Regarding fishing, VIIRS presents an
especially useful technological solution as night-time fishing often uses
high-powered lights to attract fish — though this is often legal, it is a
fishing method that lends itself to illegal and over-exploitative fishing,
thus making VIIRS an exceptionally powerful tool to detect fishing
vessels that are operating illegally [24,37]. Thus, technological solutions
such as these are essential for closing information and monitoring gaps
when vessels disable their AIS to conceal illegal activity or fail to install
AIS or VMS systems altogether.

A final technology that is in the early stages of development but has
high potential for improving MDA is autonomous sensor networks.
These networks, like information-sharing networks, are primarily used
for risk identification - for example, Carapezza and Bucklin [12] pro-
posed a low-cost sensor network that can be used to identify and track
submerged threat objects such as submarines or uncrewed underwater
vehicles (UUVs). In contrast to most current monitoring systems, which
rely solely on waterborne sensors, the strength of these networks lies in
their combination of in-water and on-shore sensors, resulting in a more
resilient and reliable system [41,71]. Similarly, Ismail et al. [32] make a
case for using uncrewed surface vehicles and UUVs for remote sensing
and monitoring, the latter of which, at the time of publication, included
models capable of diving to depths of up to 6000 m. While this tech-
nology is still in its early stages and has a high financial cost, it has great
potential for augmenting existing monitoring systems and expanding
threat detection capabilities [62,75].

A common issue in the literature on MDA-enhancing technologies is
data gaps, which are particularly pervasive since all technological so-
lutions have inherent limitations. As such, it is of high importance that
MDA systems are not used in isolation and that data is instead syn-
thesised to establish a more accurate information system which can
track vessel identity, activity, movements and interactions to most
effectively ‘map’ the maritime domain [15,17,49,67]. However, the
maritime sector has historically grappled with significant barriers to
information sharing — first and foremost is the “culture of secrecy”
promoted by security stakeholders, whereby the inherent perception is
that making data open and accessible makes shipping more vulnerable,
thereby rendering information-sharing undesirable [40,43]. Further-
more, in areas of corrupt governments, information-sharing enhances
the potential for collusion between maritime security officials and
criminals [73]. This also creates a culture of mistrust, whereby shipping
and fishing companies are reluctant to voluntarily share data due to fear
that weak governance and corruption will result in the mishandling of
criminal activity reports [73]. Infrastructural and financial issues also
pose a serious barrier — this creates an overreliance on external actors to
fund technological systems and install and maintain infrastructure
where governments lack the domestic resources to devote to maritime
security [63]. The outsourcing of MDA investment and
capacity-building also risks power being automatically delegated to the
financer of the networks and technologies, thus further disenfranchising
governments who already have agendas set and political priorities



1. Okafor-Yarwood et al.

defined by foreign governments [46]. Adding further insight, Vogel [72]
argues that institutional incentives exacerbate this issue, where African
governments invest heavily in front-line capacity while neglecting the
informational networks that support these operations. Finally, African
coastal states have limited capacity to analyse data before sharing,
which, combined with the multiplicity of data sources,
information-sharing networks and systems of persecution, creates a
highly complex and multi-layered data-sharing regime [20,38]. This
network complexity, combined with the sheer volume of data, can
overwhelm databases and analysts, rendering information-sharing net-
works inoperable [33] and, by extension, undermine efforts to ensure
security at sea effectively.

Technological systems are being developed to address these issues
with data sharing — these allow coastal states and maritime security
authorities to not only access but share information on maritime activ-
ity, thus establishing networks of MDA. In regions with low technolog-
ical capacity, such as the Gulf of Guinea (GoG), these systems have
typically been sourced from external partners, such as Skylight,
SOLARTA (developed by the UK government) and SeaVision (developed
by the US Navy) [7]. In the GoG, a specific MDA information-sharing
system has been developed — the Yaoundé Architecture Regional Infor-
mation System (YARIS). Developed by the EU Gulf of Guinea Interre-
gional Network (GoGIN) Project in support of Article 2.3 of the Yaoundé
Architecture, YARIS is a high-tech information system that integrates
chat, email and video conferencing [35]; additionally, the system in-
tegrates multiple data sources, such as AIS, VMS, RADAR and satellite
data, which makes it more accurate and responsive than traditional
single-source databases [30].

Although all these tools play important roles in enhancing MDA and
contributing to maritime security, there is a need to complement them
with other approaches to enhance data collection and information
sharing. Looking to the Western Indian Ocean, Bueger [8] notes that as
opposed to data-sharing or developing high-tech information-sharing
platforms, the Regional Cooperation Agreement on Combating Piracy
and Armed Robbery against Ships in Asia (ReCAAP) Information Sharing
Centre and the Information Fusion Centre, have built reputation and
visibility by compiling and sharing regular reports on regional maritime
security developments. This helps to make information accessible while
at the same time increasing the transparency and legitimacy of maritime
security operations, thus facilitating cooperation. There is also a role for
communities in contributing to maritime security through MDA. Such is
the case of Pakistan’s Joint Maritime Information Coordination Centre,
where staff regularly visit coastal communities. This allows maritime
security operatives to hear concerns on maritime sustainability and se-
curity issues while establishing the Centre as a first point of contact
when communities observe suspicious or criminal activity [9]. This is
essential work, as it positions maritime security authorities as legitimate
and trustworthy while establishing a network for rapid data sharing to
complement surveillance technologies [3,9]. Community reporting
systems prove especially effective when national maritime security au-
thorities lack the resources for independent monitoring of maritime
security threats. A good example is the K3M app in Malaysia, which
allows fishers and coastal resort owners to report maritime security
threats [58].

The role of technology in MDA and maritime security capacity is
crucial and undeniable. Our research provides a comprehensive evalu-
ation of technology integration in maritime security practices since
adopting the Yaoundé Code of Conduct in 2013. We have utilized
questionnaire data to analyze the perspectives of maritime security
practitioners associated with the Yaoundé Architecture on the successes,
challenges, and areas that need improvement in the use of technology in
maritime security.

3. Methodological considerations

The qualitative study explored the opportunities, success stories, and
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challenges of using technology for maritime security in the Gulf of
Guinea (GoG), specifically those operating within the Yaoundé Archi-
tecture. The Yaoundé Architecture comprises the Interregional Coordi-
nation Centre (ICC), a coordination and information-sharing structure
that links the Regional Maritime Security Centre (RMSC) for Central
Africa (CRESMAC) and the Regional Maritime Security Centre for West
Africa (CRESMAO). The coastal area is divided into five operational
Maritime Multinational Coordination Centre (MMCC) zones, specifically
named zones A, D, E, F, and G. See Fig. 1 for a visual representation of
the countries in the GoG Yaoundé Architecture.

The study used an open-ended questionnaire, which offers an op-
portunity to explore a ‘wide-angle lens’ on an un- or under-explored
research topic [5]. The questionnaire was distributed to 25 representa-
tives from the Yaoundé Architecture, and only 16 participants
completed the questionnaire on time. A purposive sampling method was
used to select participants from the Yaoundé Architecture at operational
and strategic levels for their expertise and experience with maritime
security in the region. Furthermore, apart from their knowledge and
experience, it was essential for participants to be available, willing to
take part in the study and capable of effectively communicating their
experiences and opinions in an articulate, expressive, and reflective
manner [48]. Table 1 highlights the characteristics of the participants.

The participants were assigned an anonymous code made up of the
acronyms of their organisation and a number to ensure the confidenti-
ality of the participants. The numbers were randomly allocated to the
acronyms and do not indicate positions, seniority or roles. The following
identification codes were used: YA represents Yaoundé Architecture,
and the following denotes the views of personnel from the agencies
within it. YA1 represents ICC, and the three participants are denoted as
YA1.1, 1.2 and 1.3. YA2 represents CRESMAO, and YA3, YA4, and YA5
represent Zones D, E, and F, respectively. L1, L2, L3, and L4 represent
law enforcement agents (naval) personnel from Angola, Cote d'Ivoire,
Guinea, and Nigeria. L2.1 and L2.2 will be used to identify the two
Ivorian Navy participants. FA represents the FCWC, and XXX 1, 2.1, and
2.2 represent participants from non-regional outside organisations that
provide indirect support to the Architecture as shown in Table 1.

The open-ended questionnaire focused on assessing the maritime
technology currently available or used in the GoG and how it has
improved MDA and facilitated safety and security in the region. In
addition, participants were asked to identify success stories, challenges,
and possible solutions to address maritime technology challenges in the
region. Participants responded to the following five open-ended
questions:

i. What maritime technology is currently available or utilised in the

Gulf of Guinea region?

ii. Has technology improved safety and security in the Gulf of
Guinea? If yes, how?

iii. Are there examples of the benefits of using technology in mari-
time law enforcement?

iv. What are the challenges?

v. What are the solutions to the challenges you identified?

The participants typed their responses and returned the completed
questionnaire via email and WhatsApp. Sixteen participants responded
to the questionnaire, and some responses were more detailed than
others. The data was collected between August and November 2022.
Corresponding emails were sent to clarify responses that needed further
clarification until March 2023, when data saturation was reached.

Data were treated as a cohesive dataset to identify themes and ana-
lytic patterns across the entire dataset [6]. The School of Geography and
Sustainable Development at the University of St Andrews granted ethical
approval for the study, and informed consent was obtained from each
participant before participation.
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Fig. 1. The Maritime Multinational Coordination Centre (MMCC) zones of the Yaoundé Architecture (adapted from ICC [14]).

Table 1
Represents the organisations and sixteen participants that participated in the
questionnaire.

S/ Agencies represented Number of Anonymous

no. participants D

1. Interregional Coordination Centre 3 YAl.1l
(ICC) Yaoundé YA1.2

YA1.3

2. The West Africa Regional Maritime 1 YA2
Security Centre (CRESMAO)

3. Zone D 1 YA3

4. Zone E 1 YA4

5. Zone F 1 YAS

6. Angolan Navy 1 L1

7. Cote d'Ivoire Navy 2 L2.1

L2.2

8. Guinean Navy 1 L3

9. Nigerian Navy 1 L4

10. Fisheries Committee for West Central 1 FA
Gulf of Guinea (FCWC)

11 International Non-governmental 1 XXX1
Organisation (INGO)"

12 The Support to West Africa Integrated 2 XXXx2.1
Maritime Security (SWAIMS) XXX2.2

# The contributor work for an INGO and wishes to remain anonymous.
3.1. Limitations
Out of the twenty-five (25) invitees, only sixteen (16) responded in

time for us to analyse the data. This reduced the representativeness of
some maritime agencies in Yaoundé Architecture, such as CRESMAC.

However, this was mitigated because we had participants working at
both the strategic and operational levels from the ICC in Yaoundé and
CRESMAO responsible for overseeing all the GoG-wide and West African
maritime operation centres, respectively. Respondents also included
senior personnel from Zone D, which is under the purview of CRESMAC,
and they have a broader knowledge and understanding of how tech-
nology is being used to improve maritime security in their region. The
questionnaire was only provided in English, which could be problematic
for Francophone and Lusophone countries in the region. However, this
was not an issue as the participants had a working knowledge of English.
Lastly, the use of a mixed methods data collection approach helped to
minimise systematic bias from the use of one data collection method.

4. Results

Sea blindness is often associated with the pervasiveness of maritime
threats in the GoG. The general perception from respondents is that for
so long, the region had been, lacking maritime situational awareness or
MDA capabilities. But this is changing, thanks to technology, as tech-
nology is facilitating efficient monitoring of the marine environment,
communication and information sharing among law enforcement
agencies which is improving safety and security at sea. Notably, tech-
nology has played a crucial role in detecting and apprehending vessels
involved in illegal activities such as IUU fishing and illegal oil
bunkering, as well as individuals engaged in piracy and armed robbery
at sea.

In the following sub-sections, we will present a comprehensive re-
view encompassing the use of technology, its contributions, successes,
challenges, and potential solutions spanning the entire GoG region.
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4.1. The current state of maritime technology in the Gulf of Guinea: some
success stories

According to the analysis of questionnaire responses, various tech-
nologies are deployed at the national and regional levels for MDA to
improve safety and security in the GoG — see Table 2. It is worth noting
that there are likely to be other technologies not represented in this
table.

Nigeria, previously known as a piracy hotspot in the GOG, has wit-
nessed a notable improvement in maritime security. This positive
transformation can be attributed to the increased adoption of MDA
technologies alongside improved infrastructure such as naval assets and
the bolstering of human resources for maritime patrols. In particular, the
Nigerian Navy has augmented its traditional assets with the Regional
Maritime Awareness Capability (RMAC) facility and the FALCON EYE
system. The Nigerian Maritime Administration and Safety Agency
(NIMASA) have also made advancements with its 4CI system, and the
Nigerian Ports Authority (NPA) has implemented a C3I system. The
Nigerian Air Force (NAF) has established a Maritime Patrol Aircraft
(MPA) squadron. The Nigerian National Petroleum Corporation (NNPC)
operates a Command and Control (C2) Center. The MDA tools and the
other improvements have enabled Nigeria to gather the information to
detect what it is that is the threat, fuse the information to know that it is
a threat truly, and analyse the information so that the necessary

Table 2
List of some of the technologies in use in the Gulf of Guinea.

S/ Name of Technology No of respondents that

no mentioned it
1 Automatic Identification System (AIS) 8
2 Electronic Chart Display and Information 1
System (ECDIS)
3 RADAR 11
4 Vessel Monitoring System (VMS) 9
5 SeaVision® 11
6 Falcon Eye 7
7 Yaoundé Architecture Regional Information 11
System (YARIS)
8 iSailor 1
9 Regional Maritime Awareness Capability 2
(RMAC)"
10 Unmanned Aerial Vehicle (UAV) 4
11 Surveillance cameras 3
12 Global Fishing Watch 2
13 Long-range identification and tracking (LRIT) 4
14 Satellite imagery 6
15 Global Positioning System (GPS) 1
16 Command, control, communications, 2
computers and intelligence (C4i)°
17 Virtual Infrared Imaging Radiometer Suite 1
(VIIRS)

18 Electronic Monitoring System (EMS)

19 Skylight

20 SOLARTA

21 Ship Security Alert System (SSAS)

22 Drone technology

23 Time zero system*

24 Vehicle Traffic System (VTS)/Very High-
Frequency Radio (VHF)®

= NDNNDNDO -

# SeaVision is a web-based maritime situational awareness tool that allows
users to view and share a wide range of maritime information to improve
maritime operations, increase maritime security, and build partnerships among
maritime stakeholders

Y The RMAC system is integrated into the Maritime Safety and Security In-
formation System, a global database to track ships all over the world.

¢ This is more of a security approach rather than a technology but was
mentioned twice by respondents.

4 This system, like the VTMIS, has radar components that assist with detecting
vessels when off.

¢ Seems like separate tech/systems, but they were always mentioned together
by respondents.
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corrective action can be determined. Although challenges persist, such
as ensuring effective collaboration and integration of security systems
among these agencies, adopting these technologies and other pertinent
advancements has been credited to improved situational awareness and
maritime security that Nigeria enjoy today.

Evidently, some of the key technologies discussed in the literature
are already in use in the GoG, such as the VMS and AIS identified by
Chang [13] as systems critical to increasing MDA. Respondents raised
this key point and agreed that technologies aimed at improving MDA in
the GoG had demonstrated significant success in improving the region’s
maritime security architecture. A respondent gave an example of how
VMS was used to help foil a piracy attack in 2015. During the attack on
the fishing vessel FV Lu Rong Yuan Yu in January 2015, the pirates
turned off the VMS; however, it continued to transmit data for 72 h after
being turned off, allowing authorities to gather information about its
location and intercept the vessel off the coast of Togo.' Another
respondent mentioned that VMS and AIS systems are increasingly being
installed as standard practice on commercial vessels, allowing for
increased data collection, improved regional MDA, and informed re-
sponses in emergencies.2

Another system widely used in the region, albeit a recent develop-
ment, is the YARIS, developed with the support of the EU, as part of the
operationalisation of Yaoundé Architecture to streamline information
sharing amongst parties to the Yaoundé Architecture. In addition to
monitoring, mapping and analytical systems, YARIS has information-
sharing modules embedded in the system, thus creating, for the first
time, a technological system that captures all functions and aspects of
regional MDA. According to YA1.1, the considerable improvement in
information gathering and sharing has contributed to the significant
reduction in piracy cases in Zones D and E (see Fig. 1) of the Yaoundé
Architecture, and the introduction of YARIS has sustained this progress.
Relatedly, L3 provided an example of how the use of YARIS and Sea-
Vision by the Guinean MOC resulted in the successful interdiction of a
vessel engaging in illegal fishing. Specifically, In July 2022, the Mari-
time Operational Centre (MOC) in Conakry, using the Yaoundé Archi-
tecture Regional Information Systems (YARIS) and Sea vision platforms
to monitor the activities of the vessels operating in its waters, found an
Egyptian-flagged vessel, FADH Aleslam, with a Sierra Leonean licence,
fishing in its waters. The vessel was monitored for three days, and an
operation to intercept, board and divert the vessel to the harbour fol-
lowed. The vessel was fined €800,000 for unauthorised fishing in
Guinean waters during a biological rest period (during the fishing ban)
and for its cargo size.

The perspectives of the participants align with the analysis by Corte-
Real [16], who argues that due to the lack of national capacity among
states in the GoG, regional information and resource-sharing regimes are
highly important to improving maritime security in the region. This
system, in conjunction with the establishment of MOC in each of the
Yaoundé Architecture states, has generated a substantial
information-gathering and information-sharing regime in the region.
One example that highlights the effectiveness of information sharing
through MOCs is highlighted by another respondent. The respondent
recalled how effective information sharing between the Navy MOCs of
Cote d'Ivoire, Ghana, Togo, Benin and Nigeria regarding the piracy
attack of MT MAXIMUS in Ivorian waters in February 2016 led to the
Nigerian Navy foiling the attack, arresting the pirates and freeing the
crew in the EEZ of Sao Tomé and Principe.’

1 Excerpt based on the response by XXX1 on how technology has contributed
to improved maritime security in the GoG.

2 Excerpt from the response from 12.1 to how technology contributes to
maritime security in their country.

3 The example is based on the response from XXX1, an INGO personnel.
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5. Challenges to the use of maritime technology in the Gulf of
Guinea

Respondents acknowledged that improved MDA and information
sharing have enhanced maritime security in the region but also noted
that they have their limitations — summarised in Table 3. For practi-
tioners, maritime technologies alone are not a panacea. L2.1 expressed

this viewpoint by noting:

Table 3
Summary of advantages and disadvantages of select technologies deployed in
the GoG.

Technology Advantages Disadvantages

RADAR - Low installation and - Small sensor area

Satellite imagery

Automatic identification
system (AIS)

Vessel monitoring
system (VMS)

Synthetic Aperture
RADAR (SAR)

Vessel Infrared Imaging
Radiometer Suite
(VIIRS)

Autonomous sensor
networks

Unmanned underwater
vehicles

Information-sharing
platforms (SOLARTA,
Skylight, SeaVision,
YARIS)

operating cost
- Operates in all weather
conditions

- Large monitoring area
- Visual imagery generates
situational awareness

- High rate of data
transmission

- Operates on global scale
- Low operating cost
-Allows for precise vessel
identification

- Developed specifically for
vessel tracking and
identification

- Allows for precise vessel
identification

- Operates in all weather
conditions and any time of
day

- Can track vessel activity as
well as identity

- Higher resolution than
traditional radar

- Utilises data processing
algorithms to identify and
track vessels at a high rate
- Powerful tool for detecting
nighttime vessel activity

- High resolution allowing
for precise detection

- Can be used to track
submerged threats

- Low costs for installation
and maintenance

- Can be used to track
submerged threats

- Some models can operate
autonomously

- Synthesises data from
multiple sources

- Integrates communication
systems to facilitate
cooperation

- Limited sensor
resolution

- Limited to port or
coastal areas

- Low resolution when
monitoring large areas

- High installation and
operating cost

- Does not provide
constant monitoring

- Public system so can be
exploited or manipulated
- Can be switched off to
stop data transmission

- Not legally required on
all ships

- Unidirectional data
transmission (ship-to-
shore)

- Lower data
transmission rate than
AIS

- Can be switched off to
stop data transmission

- High operating cost

- Infrequent data capture
(once every few days)

- Can only detect
presence, not vessel
identity or activity

- Still in development, so
efficiency is largely
unknown

- High financial cost

- Still in development, so
efficiency is largely
unknown

- Deep-water operation
may hinder
communications

- Low efficiency if
participants do not
openly share data

- High reliance on
external actors for
development and
funding
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Technology alone cannot impact sustainable maritime security.
Governance and intra/interservice and international collaboration/
cooperation are needed to support technological means.*

Effective maritime governance should be considered essential to
maritime security and where this is lacking, it should be addressed for a
holistic view of what is needed to ensure sustainable security in the
region. This point was also made by YA2.1, who stated that the region’s
governance challenges are causing a "lack of focus [and] investment on
the maritime environment," which is a significant barrier to effective
maritime security provision. As a result, the capacity of states to address
maritime security challenges is limited, and the scope of land-based
security and governance challenges means there is little incentive to
focus on the maritime domain.” This view is consistent with Gilpin’s
[29] depiction of land-based security challenges as impeding state ac-
tion at sea in the GoG, in which the overwhelming nature of security,
development and sustainability challenges on land means that the
maritime domain is less of a priority for policymakers.

The vastness of the maritime space makes it impossible for any
nation or region to safeguard their maritime space without collabora-
tion. In the context of the GoG, external support is frequently cited as a
powerful means of addressing the region’s limited capacity. However,
this is not without its difficulties. For example, YA1.3 notes that rising
technological costs, as well as concerns about the sustainability of donor
partnerships, threaten the future viability of maritime security opera-
tions, particularly regarding the use of new technological systems for
MDA and information sharing. Specifically, once the Gulf of Guinea
Interregional Network (GoGIN+) project’s funding for YARIS expires,
the operating costs will be transferred from the EU to Yaoundé Archi-
tecture states.® The YARIS platform, developed by GoGIN with funding
from the EU, [30] has enabled the development of an integrated regional
threat detection and communication system. However, there are no
plans from regional states to improve or sustain the existing capacity,
and it is unclear how the YARIS will be sustained once the funding cycle
ends. As a result, many programs and technological systems may be at
risk once external funding is exhausted unless GoG countries step in to
fill the gap. Other respondents shared similar views; in particular,
XXX2.1 noted:

[Olne view is that the GoG region is a technology importer at every
level, including in the security field. This comes with a level of
dependence that again cuts across different sectors but also affects
the way institutions and agencies operate. They depend on imports
and are responsive to developments rather than being able to pro-
duce in accordance with their requirements. Put this next to another
regional feature, which is structural poverty and resource con-
straints, which leaves agencies dependent not only on external
technology but also on that technology being provided at low cost or
gifted.

The reliance on external actors to bankroll or subsidise the region’s
technological systems has resulted in other challenges, such as the
duplication of technological systems and the failure to integrate new
technologies into existing systems. There is the Skylight, Global Fishing
Watch system, SeaVision, YARIS and others at the regional level, which
are not fully integrated. As a result, several watchkeepers are required to
be trained to monitor and analyse the data from these systems for them
to produce the desired results.” One respondent noted that “the YARIS
system is having difficulty establishing itself in the field because of other

4 Excerpt from the response by personnel from the Cote d’ Ivoire.

5 The excerpt and analysis are based on the response from CRESMAO, Cote
d'Ivoire.

6 This is based on the analysis of the response by personnel of the ICC in
Yaoundé.

7 This is based on the analysis of the response by personnel of the MMCC
Zone F in Ghana.
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competing solutions”.® As noted above, duplications of technological

systems and lack of interoperability is stretching the human capacity of
maritime security agencies, which, if not addressed, results in the inef-
ficient use of technological resources and diminished capacity to
monitor security threats.

Further, while acknowledging the positive things that the region has
achieved due to the use of technology, respondents noted that the
existing technology does not go far enough in terms of coverage of
regional exclusive economic zones, which is a vulnerability that crimi-
nals continue to exploit. The lack of RADAR coverage along the GoG
coasts, in particular, limits the robustness of MDA. Related to this, the
scarcity or non-existence of national data centres for Long Range Vessel
Identification and Tracking (LRIT) makes using existing technology
difficult. Furthermore, the overall lack of regional data centres for uti-
lising satellite information for the Global Maritime Distress and Safety
System (GMDSS) impedes the optimal utilisation of the available in-
formation for MDA.? Other challenges mentioned by respondents
include high-frequency communication difficulties, the absence of AIS
and internet connections onboard some vessels, low internet speed or
the lack of a permanent dense internet network, all of which are costly
for Maritime Operation Centres to bear. These are just a few of the ob-
stacles to capitalising on the opportunities that maritime technology can
provide.'°

Another key challenge relates to the lack of utilisation of the services
provided by the Yaoundé Architecture by private operators such as the
shipping industry. Instead, vessel operators rely on external agencies for
information sharing on incidents. While technologies like RADAR, Sat-
ellite systems, VMS, and AIS have improved maritime situational
awareness and the ability to share information about potential incidents
at sea, vessel operators must still report incidents to ensure safety and
security at sea. Unfortunately, reports of incidents are usually commu-
nicated to agencies outside the region, such as Maritime Domain
Awareness for Trade — Gulf of Guinea (MDAT-GoG) based in France or
the International Maritime Bureau in Malaysia. One respondent noted
that, “regional navies are often accused of not responding to incidents on
time due to lack of assets, such claims can only be valid if incidents are
reported on time”.!! In 2018, The Oil Companies International Marine
Forum (OCIMF) urged its members to report to the France-based MDAT-
GoG, a secure and trusted agency and this remains the position of the
shipping industry to date [46].

Another key challenge to the success of maritime security technol-
ogies in the GoG is the lack of physical and human capacity, which is
critical to understanding the slow uptake and positive utilisation of
existing technologies. L2.1 makes the point that:

There is little chance for ships operating illegally at sea to be seized
because of the weakness of the physical means of maritime surveil-
lance and interdiction, [making the compelling point that any gaps in
enforcement capacities means that] the expense put into the tech-
nology would be wasted. L2.1 adds that insufficient cover from
limited Offshore Patrol Vehicles (OPVs) and...lack of long-range
patrol vessels and aircraft makes it [challenging for naval author-
ities to monitor the oceans, tackle illegal activity and respond to
security situations]. 12

Other respondents agreed, with one adding that while technology
has enabled regional navies to see what is going on at sea, the navies’

8 The excerpt is from the response from personnel working with an imple-
menting agency, and this view is echoed by some of the other respondents.

9 The analysis is based on the response of a representative from MMCC Zone
D in Cameroon.

10 This analysis is drawn from all the respondents’ responses, especially the
representatives of Zones E, F, ICC and CRESMAO.

1 The excerpt from the response from XXX1, an INGO personnel.

12 Excerpt from the response from a personnel of the Cote d’Ivoire Navy.
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lack of assets in the form of response capacity to go further at sea to
verify what they are seeing remains a challenge.'® In addition to the lack
of physical capacity, there are also issues with human capacity, with a
shortage of trained operators and professionals in the region to analyse
the data received from satellite imagery. Economic factors play a sig-
nificant role in these capacity gaps, with YAl identifying financial re-
sources as:

Fundamental to finding the necessary personnel and material infra-
structure for the development, maintenance, training of personnel and
maintenance of systems and equipment.’*

As a result, there are significant issues with technological literacy
among operatives, with L1, XXX1, L2.2, and Xxx2.2'° all stating that a
lack of technological prowess and training among operatives will be
dangerous when it comes to implementing maritime security technolo-
gies, with a need for an emphasis on enhancing capacity and locally
embedding training programmes to raise the operational capacity of
maritime centres. The issue of maintenance of existing technology was
also raised as lack of maintenance disrupts the ability of law enforce-
ment to effectively utilise the technologies if they are not serviced,
updated and softwares upgraded.

6. Solutions to maritime security technology challenges

Having discussed some of the challenges, we now focus on the so-
lutions. Regional and external partnerships have been vital to capacity-
building for maritime security in the GoG like elsewhere. This inter-
agency, cross-border, regional and international cooperation and
collaboration has contributed significantly to stemming the tides of se-
curity threats at sea in the region, especially piracy [46,68]. Therefore,
there is an incentive to continue this collaborative approach to maritime
safety and security—the research respondents are of the same view.

Respondents recommended increased extra-regional partnership as
critical to raising funds for increasing MDA and addressing maritime
security threats in recognition of the economic challenges and nature of
insecurity on land across the GoG states, which creates a negative
feedback loop in which nations grow increasingly unable to tackle the
ramping security threats in the maritime domain. The prohibitive cost of
acquiring technologies for L1 can be addressed through affordability
plans or subsidies to GoG countries, which can take the form of direct
investment or organisational funding schemes such as those offered by
the EU or other partners.'® XXX2.1 added that to sustain the progress,
external partners need to coordinate and bear the running costs of
existing and new tools.'” In addition, addressing the maintenance issues,
thus, requires that a systematic maintenance programme be put in
place.'® Well formalised, the extra-regional partnerships allow for the
duplication of technological and other maritime enforcement systems to
be avoided while ensuring interoperability as new systems are inte-
grated for effective utilisation.'”

In response to the valid concerns which have been raised by partic-
ipants over the complications involved with the provision of MDA-
enhancing technologies by extra-regional actors, partnerships should
focus on enhancing enforcement and governance capacity. As noted
above, GoG navies often lack the enforcement capacity to tackle

13 The analysis is based on the response from YA3, an MMCC Zone E, based in
Benin Republic.

14 Excerpt from the response of personnel of ICC in Yaoundé.

15 L1—personnel of the Nigerian Navy, XXX personnel from an external
agency that has opted for anonymity, L2.2. Personnel of the Cote d’Ivoire Navy
and XXX2.2; Personnel of the SWAIMS programme.

16 This is based on the analysis of the response by personnel of the Nigerian
Navy.

17 XXX2.1 is a personnel from the SWAIMS programme.

18 XXX2.1 is a personnel from the SWAIMS programme.

19 XXX2.1 is a personnel from the SWAIMS programme.
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maritime security threats once they have been identified, thus under-
mining the efficacy and impact of new MDA and information technol-
ogies. International cooperation will be key to closing this gap in
capacity. The EU’s CMP concept exemplifies an attempt to close the
existing gap through international support. Developed to promote
strong maritime governance while addressing the root causes of security
issues, the implementation of the CMP in the GoG lays the groundwork
for EU partnerships focussed on development resilience and capacity-
building [27]. A key component of the CMP is the designation of the
GoG as a Maritime Area of Interest, which establishes a mandate for the
continuation of EU naval operations in the region: this designation al-
lows the EU to utilise Member States’ naval assets already deployed in or
passing through the GoG [44]. Launched in January 2020, five Member
States (Denmark, Spain, Italy, France and Portugal) participated in
multilateral exercises in the region and ensured that at least one ship
was present in the GoG through 2021 [22]. For the CMP to be effective,
it needs to prioritise cooperation and collaboration with the GoG navies
rather than unilateral actions; such cooperation would ensure that in-
cidents like the one that occurred in 2021 when the Danish Navy
deployed the Esbern Snare under the CMP are not repeated [46].

Additionally, as noted in the literature and amongst respondents,
poor governance poses a significant barrier to effective efforts to
enhance maritime security. As with enforcement capacity, external
partnerships can play a substantial role in building good governance,
particularly regarding the enhancement of legal prosecution systems.
The EU is a large player in this area, operating several programs in
partnership with the United Nations Office on Drugs and Crime’s Global
Maritime Crime Programme. These programmes — Programme to Sup-
port the Maritime Safety and Security in Strategy in Central Africa
(PASSMAR) and Strengthening Criminal Justice Systems in West and
Central Africa (SWAIMS) - have a combined budget of €10.7 million and
aimed to develop and strengthen legal frameworks amongst GoG states
through capacity-building and training [70]. There have been some
concerns raised over these external partnerships due to the nature of EU
bureaucracy - its capacity-building approaches risk “conflating output
with impact” and the abundance of strategies risks policy conflict and
divergence [11] - but overall, the EU’s engagement has been welcomed
by domestic maritime security agencies in the GoG.

To close some of the loopholes resulting from the lack of coverage of
the GoG coasts, respondents suggested that consideration should be
given to the installation of coastal RADAR systems. Related to this is the
need for states to update their naval assets, especially vessels and boats
equipped with terminals compatible with satellite information and
GMDSS, with fast internet connectivity on board patrol vessels. Given
that not all states have the capability to acquire assets and increase their
maritime presence, there is a need for cooperation and collaboration
between states, including through regular exercises to improve capacity
and interoperability. To address the existing gap in patrols, perhaps the
Combined Maritime Task Force (CMTF), of which, as of May 2023, 11
GoG countries have signed the Concept of Operations aimed at coordi-
nating patrol of the regional waters is one way to ensure regional
ownership and closing the loopholes resulting from lack of assets for
patrols [69].

The limitations of internet connectivity can be addressed by
providing funds for subscriptions, software updates and maintenance of
communication systems. Importantly, respondents recognised the need
for a secured communication platform for regional law enforcement to
share information given the increased risk of cyber sabotage that is
associated with the use of technology. Fully aware of the financial
constraints in the region, respondents noted that some of these pro-
visions, for instance, the installation of coastal RADARS could be done
through partnerships with multinational companies who would equally
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benefit from the resultant benefit of regional law enforcement being
more maritime domain aware. Relatedly, technology companies could
also support the efforts of regional navies as part of their corporate social
responsibility by making internet connectivity available at a subsidised
rate.?’

While previous discussions raised concerns about the dependency on
external actors created by extra-regional partnerships, solutions to these
issues do exist. XXX2.2 highlights the need for states in the GoG to pool
resources as well as information “so that the least well-off countries also
benefit from the means of the most well-off countries”, including
exploring opportunities from public-private partnerships to meet rising
procurement and operating costs.?! For 12.2, since the extra-regional
dependencies stem from a lack of technological literacy amongst mari-
time security operatives in the region, there is a need for a targeted
capacity enhancement campaign that focuses on developing techno-
logical solutions that are adapted to both local contexts and levels of
technological skills amongst maritime security operatives, with external
partners providing training and logistical support rather than replacing
African states as maritime security providers.?” Importantly, continuous
training is needed for analysts and other law enforcement who engage
with these technologies to effectively interpret the data they are
receiving for effective maritime safety and security.

There is a role for civil society organisations in promoting a renewed
focus on the maritime sector. Through research and advocacy, NGOs,
academics, and the media all play a role in developing an environment
that places higher value on the maritime domain, as well as undertaking
crucial research that will be of a great use to states looking to enhance
their MDA.?® However, states seem reluctant to partner with civil society
stakeholders, a trend that must change for the sake of future maritime
security. As is often the case in the field of maritime governance, policy-
makers are increasingly looking to Europe — for example, in 2020 the EU
established the International Ocean Governance, aiming to bring
together governments, civil society policy-makers and other ocean
stakeholders to share ideas and solutions to improve ocean governance
[26]. Although at its nascent stages, forums such as this provide models
for governments and maritime security experts in the GoG and the Af-
rican continent at large to foster better relationships between the state
and civil societies and coordinate on best practices for the effective
utilisation of technologies for maritime safety and security.

7. Implications and conclusions

Based on our analysis of questionnaire data, literature review, and
policy documents, we have presented compelling evidence to emphasize
the importance of MDA for enhancing maritime security. In the context
of the GoG, we have demonstrated how technology has improved MDA
and information sharing, leading to improved maritime security in the
region. We have also highlighted some who challenges and proposed
solutions to address them.

It is evident that the GoG states have made significant progress in the
past decade since the signing of the Yaoundé Code of Conduct. However,
it is crucial to maintain this progress by acknowledging that the
implementation of maritime technology necessitates the training of
personnel who possess the necessary expertise to analyse and interpret
the data transmitted by these technologies. Therefore, for technology to
continue to be effectively deployed by maritime law enforcement on the
continent, there is a need for such technological deployment to run in
tandem with capacity enhancement programs for maritime law

20 The recommendations are based on the analysis of the views of all the
respondents.

21 The analysis and excerpt are based on the response by a personnel from the
SWAIMS project.

22 The analysis is based on the view of personnel of the Cote d’Ivoire Navy.
2% The analysis is based on the views of a personnel of the ICC, Yaoundé.
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enforcement agencies. The analysis of the data has shown that security
technologies that focus on threat identification are only effective if law
enforcement officials have the necessary resources to interdict these
threats. Therefore, the implementation of security technology should be
accompanied by the provision of assets that law enforcement needs to
carry out interdiction effectively.

As the Yaoundé Code of Conduct commemorates ten years since it
was signed, it is important to acknowledge the progress made. Before
2013, countries had a limited picture of the maritime domain and often
were unaware of activity outside their own exclusive economic zones.
This is not the case today due to the advancements in the use of tech-
nology and other relevant measures [42] However, there is room for
improvement as the current technologies for MDA, such as Skylight, Sea
Vision, YARIS, Global Fishing Watch, and others, lack regional owner-
ship. Optimising technology usage and establishing a regionally owned
and managed tool for real-time data collation and analysis is essential.
Empowering the existing Maritime Fusion Centers to function at optimal
capacity is a logical next step. These Centers would provide a common
operating picture for GoG countries allowing for the ownership of data
collection, fusion, and utilisation to produce valuable threat intelli-
gence, facilitate efficient enforcement and monitoring, and foster
collaboration for enhanced security at sea.

Ultimately, the renewed focus on governance to enhance MDA and
maritime security provision is helping to integrate the marine domain
into a wider environment of security, which will facilitate investment
and in the long run enhance the capacities of the maritime enforcement
agencies to be better able to fulfil their mandate. Achieving this requires
that the regional government prioritises securing the maritime domain
and the resources within it, by investing in the much-needed technology
and other assets that would allow law enforcement agents to do their
jobs effectively.
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