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ABSTRACT

How did Chinese 5G providers, such as Huawei, become a security con-
cern in the USA and Europe? Were the security concerns related to 5G and
Chinese suppliers based upon technological features of the systems, or were
they a product of geopolitical rivalry? How did European approaches to 5G
distinguish themselves from those of the USA? This article addresses these
questions using an interdisciplinary approach via the framework of securiti-
zation theory. The authors argue that the technological features of 5G made
securitization more likely compared to 4G, and that screening and control
of software was unlikely to defuse securitization concerns. They also show
how Europe chose its own path for the securitization of 5G. In short, the ar-
ticle argues that the American macrosecuritization of China largely failed in
Europe, whereas the niche securitization of 5G was more successful.

INTRODUCTION

Until a few years ago, security in mobile telecoms networks was primarily a
technical issue. It was about standards and procedures designed to maintain
operational functionality and avoid disruptions. Furthermore, while cyber-
security and state-sponsored hacking have become growing concerns for
Western governments over the last few decades, the focus was primarily
on traditional information and communications technology (ICT) systems
and not on mobile telecoms. This was initially due to the limited capac-
ity of the mobile networks to carry data, but the cybersecurity discourse
largely continued to neglect mobile telecoms even when the fourth gener-
ation (4G) broadband networks were rolled out about a decade ago. Even
though these 4G networks in many ways resembled other ICT networks,
security remained a question of technical functionality.
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This changed dramatically as Western states begun preparing for the fifth
generation (5G) networks. The United States embarked upon a global cam-
paign to prevent Chinese suppliers — and in particular the company Huawei
— from delivering 5G infrastructure. The American claim was that Chinese
equipment would represent a national security hazard for those depending
upon it — not because of its technical functionality and stability, but because
it allegedly could be a gateway for Chinese espionage and sabotage of West-
ern critical infrastructure. In other words, 5G and Chinese suppliers were
securitized. The topic was elevated from the realm of ordinary politics and
treated as an emergency, thus legitimizing extraordinary countermeasures
(Buzan et al., 1998).

How did this happen? In this article we will explore this question and ask
if the securitization of Chinese 5G suppliers was simply a subset of the US’s
broader securitization of China, or if there was something particular about
5G that distinguished it from previous generations of cellular networks. Fur-
ther, we will ask if the ban on Chinese companies such as Huawei was an
appropriate remedy. Could the securitization of 5G have been isolated from
the broader securitization of China and Chinese suppliers? Finally, we will
ask how the US’s European allies and partners responded to this securitizing
move. Did European states follow the American approach, and if not, how
did they differ?

The article is an interdisciplinary attempt to address both political
and technical aspects of the securitization of 5G. We use securitiza-
tion theory to help frame the empirical analysis, but also engage with
the interplay between the material and social dimensions in securitiza-
tion theory. We argue that the material nature of 5G technology made
securitization more likely, but we also demonstrate that Europe, to a
large extent, chose a somewhat different approach to the US. By lim-
iting securitization to the 5G technology (‘niche securitization’), rather
than applying it to China as a whole (‘macrosecuritization’), European
states achieved enhanced 5G security without confronting China more
broadly.

SECURITIZATION

Securitization theory is about the social construction of a threat and the re-
sponse to it. The theory emerged in the 1990s as a reaction to and rejection
of rationalist notions in the then dominant theories in International Rela-
tions of dangers and risks as objective givens (Buzan et al., 1998). Instead,
securitization theory emphasizes the political processes that make some-
thing a security issue. The theory has since evolved in many directions, but
the key idea is that ‘an issue is given sufficient saliency to win the assent
of the audience, which enables those who are authorized to handle the is-
sue to use whatever means they deem most appropriate. In other words,
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securitization combines the politics of threat design with that of threat man-
agement’ (Balzacq et al., 2016: 495).

The theory comprises a securitizing actor (e.g. an individual or a state),
securitizing moves (e.g. speeches and practices), an audience (e.g. a society
or a parliament), and a referent object (that which is being securitized, e.g.
terrorism or migration). In this article, we use a simple model to enhance an
empirical study of the row over 5G in the West. We define the United States
as the securitizing actor that securitized 5G through speeches and diplomatic
practices in an attempt to convince Europe (the audience) to follow suit.

Applying the theory to processes taking place between states rather than
inside them has been labelled macrosecuritization by Buzan and Wæver
(2009). This aspect of securitization theory has not been explored as broadly
as many other facets of the theory. Buzan and Wæver’s model is complex
and multidimensional, including level of analysis (local to global), degree
of comprehensiveness (from niche to inclusive), and degree of success in
convincing the audience. Macrosecuritizations, they write, ‘are necessarily
launched as candidates for top-rank threats’, such as ‘geo-economics, ter-
rorism, [and] nuclear proliferation’ (ibid.: 258–59). Niche securitizations,
on the other hand, ‘get onto the agenda as accepted threats, but do not
rise to top priority’; examples include ‘environmental threats, epidemic dis-
eases, organised crime, [and] drugs’ (ibid.). Buzan and Wæver also point
out that macrosecuritizations are more vulnerable to breakdown than mid-
or micro-level securitizations, as the mid-level units (states) may pull out or
reject the securitizing move. A reason for this could be that there are usu-
ally weaker relations between the securitizing actor and the audience on the
macro/global level than in mid- or micro-level cases.

Inspired by Buzan and Wæver’s model, we borrow some of its concepts
for our empirical study, but do not apply it in its full complexity. In our case,
the US government was not dependent upon European consent to implement
restrictions on Chinese 5G suppliers on American soil. This was a domestic
securitization process. The securitizing move we study, however, happened
after the initial US securitization and was about convincing other states to
undertake their own national securitizations of the 5G rollout. This was an
American attempt at comprehensive macrosecuritization of China, with a
niche securitization of 5G.

Another dimension of the theory that we engage with here is the material
or technological dimension. As Buzan and Wæver (2009: 255) point out: ‘In
principle, securitizing actors can attempt to construct anything as a referent
object. In practice, however, the constraints of facilitating conditions mean
that they are much more likely to be successful with some types of referent
object than with others’. In our case we argue that the features of 5G tech-
nology — its weaknesses and vulnerabilities as well as its expected role as
a critical infrastructure in our societies — are important to understanding
securitization processes. In other words, these processes were constrained
and impacted by the material ‘realities’ of 5G technology. Understanding,



Technology, Politics and the Securitization of 5G 1177

for instance, if the dangers pointed to by the securitizing actor (such as es-
pionage) can be addressed or resolved through technological solutions, is
crucial. Such understanding can help us navigate the political terrain and
enhance our understanding of securitization processes. This does not mean
that the technological specificities of 5G telecoms in any way determine po-
litical outcomes — but they do affect them. In short, if a simple technical
solution could mitigate all the concerns raised by the securitizing actor, se-
curitization would fail.

AMERICAN SECURITIZATION OF CHINESE TELECOMS

Voices calling for the securitization of Chinese telecommunications com-
panies in the US can be traced back to at least 2010. At that time, the
FBI, politicians and US experts repeatedly pointed out that Chinese com-
panies could pose a security threat to the United States (Barboza, 2010). In
2012 Congress warned that the ‘United States should view with suspicion
the continued penetration of the US telecommunications market by Chinese
telecommunications companies’ (US House of Representatives, 2012: vi).

At the time, these warnings did not gain too much traction. The over-
all political mood when it came to Chine was one of inclusion. Since the
1990s, the US and the West had had a clear strategy to bring China (and
others, such as Russia) into the existing world order. In practice, this meant
that they were invited into existing regimes, such as the World Trade Or-
ganization, and that trade and dialogue were promoted with the hope that
authoritarian regimes would open up and gradually democratize. This pol-
icy had been questioned and criticized for a while, but as the Trump admin-
istration took office in 2016, a distinct shift in both rhetoric and practices
could be noted. Trump embarked upon a confrontational approach towards
China in many areas, not least in trade, tariffs and industrial production,
but also in security. The argument was that the strategy of inclusion and
change had failed, and that China had abused American openness to sub-
sidize its industry, manipulate currency, steal technology and position it-
self in global markets. Increasingly authoritarian political developments in
China and growing pressure on neighbouring countries were also referred
to by US government officials. The securitization of Chinese 5G must there-
fore be seen in this broader context of American securitization of China in
general.

It was the Chinese telecoms company Huawei that became a particular
target (referent object) of securitization in the US. As a world leader in 5G
technology, and a provider of the 4G networks in many Western countries,
Huawei was a strong candidate to secure many 5G contracts. However, the
Trump administration took a robust stance against the company, citing the
risks of espionage from China. They claimed that Huawei and other Chinese
technology companies represented a serious threat to national security, as



1178 Karsten Friis and Olav Lysne

their 5G systems could be misused for the purpose of espionage or even
sabotage by China (Cartwright, 2020).

Questions were asked about its ownership structure and the influence
the Chinese Communist Party had over Huawei (Hawes and Li, 2017;
Rühlig, 2020). In particular, critics of Huawei referred to the 2017 Chi-
nese Intelligence Law, which requires Chinese companies to turn over in-
formation to, and comply with, China’s intelligence and security services
(Rühlig and Björk, 2020: 9). As a result, in 2018 the US decided to ban
the use of Huawei and ZTE, another Chinese telecommunications com-
pany, in the Armed Forces (US Congress, 2018). Furthermore, in May
2019 the US put Huawei on its ‘Entities List’, a list of companies not al-
lowed to buy American products (Federal Register, 2019). This meant that
Huawei could no longer use US-made chips and other components in its
products.

In April 2020, the then Secretary of State, Mike Pompeo, announced that
the United States would introduce a ‘5G Clean Path’ system that would en-
sure that no correspondence from US embassies would go through Chinese
networks or systems. This was later extended to the ‘Clean Network’, whose
purpose was to ‘secure national resources, including citizens’ computer se-
curity and the company’s most sensitive information from aggressive in-
trusions by malicious actors, such as the Chinese Communist Party’ (US
Department of State, 2020a). The Clean Network included ‘Clean Apps’,
‘Clean Carrier’, ‘Clean Store’, ‘Clean Cable’, ‘Clean Cloud’ and ‘Clean
Path’. The purpose was to exclude Chinese companies from app stores, re-
move American apps from Chinese app stores, and refrain from using Chi-
nese networks, cloud services and cables.

At the same time that Huawei was securitized domestically, the Trump
administration embarked upon a global campaign to make other countries
follow suit. The language used by US officials was forthright, with no diplo-
matic filters. For instance, in 2020 the then Secretary of Defense, Mark Es-
per, stated that: ‘If countries choose to go the Huawei route, it could well
jeopardize all the information sharing and intelligence sharing we have been
talking about, and that could undermine the alliance, or at least our relation-
ship with that country’ (quoted in Sanger and McCabe, 2020). In short, the
securitization of Huawei consisted of rhetoric focused on risks and dan-
gers, restrictive legislation and a global campaign, which we will return to
below.

However, the campaign against Huawei was not restricted to telecoms se-
curity. The company was accused by US authorities of racketeering and theft
of trade secrets. The conflict peaked in 2019 when Huawei and its chief fi-
nancial officer, Meng Wanzhou, were indicted for fraud and sanctions eva-
sion. The arrest of Meng Wanzhou in Canada and subsequent — seemingly
retaliatory — arrests of Canadian citizens in China contributed to a strained
political climate between China, the US and Canada (Blanchfield, 2020).
However, none of this had anything to do with 5G security. According to



Technology, Politics and the Securitization of 5G 1179

Sanger and McCabe (2020), ‘The Huawei fight is just one part of a big-
ger US–China battle, as Washington tries to contain Beijing’s influence and
power and ensure that the world’s second-largest economy does not come
to dominate advanced industries that could give it an economic and mili-
tary edge’. Furthermore, they hold, ‘The United States is also trying to limit
China’s access to American technology more broadly and is considering re-
stricting sales of microchips, artificial intelligence, robotics and some types
of advanced software, along with preventing tech companies from teaming
up — or even sharing research — with Chinese firms’ (ibid.). Hence, the se-
curitization of Huawei was about more than just 5G security; geopolitics and
economic rivalry were also important factors (Inkster, 2019; Mascitelli and
Chung, 2019). The securitization of 5G and Huawei was therefore part of a
broader US policy of confronting and securitizing China across a spectrum
of issues. It was part of a comprehensive and global macrosecuritization of
China.

This broader American macrosecuritization of China raises some impor-
tant questions: is the niche securitization of primarily Chinese 5G a subset of
this? Were the 5G security concerns inflated or used as a fig leaf to cover for
economic interests and geopolitical rivalry? Was, for instance, Mark Esper’s
concern that the 5G network may be exploited for espionage or sabotage
exaggerated to cover for a political agenda? We cannot know the exact mo-
tivations for the US’s 5G securitization. There were probably several over-
lapping agendas at play. However, we can get a better idea of the technical
security risks associated with 5G, and thus at least be able to assess whether
the securitization could be substantiated on technological grounds or not. In
theoretical terms this means exploring the technical–material foundation on
which the securitizing act is based, without arguing that securitization had
to happen. It will, however, indicate the strength of the arguments that the
securitizing actors relied on in the process.

ICT SECURITY AND 5G

Are there technical aspects in 5G technology that make it more likely or
vulnerable to be misused for espionage and sabotage than previous genera-
tions of mobile telecoms networks? The backdrop to this discussion is that
over the previous two decades all modern societies have transformed and
moved their critical infrastructures onto a foundation consisting of digital
systems. This movement has been driven by technological innovation, eco-
nomic forces and a demand for improved services to society as a whole. In
parallel with this development, new vulnerabilities emerged, which were de-
bated and addressed as they became apparent. Vulnerabilities tied to the sup-
ply chain of digital services and equipment received little attention and were
not subject to serious scientific studies until relatively recently (Boyson,
2014).
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The movement of mobile phones onto a digital platform started with the
Global System for Mobile Communication (GSM), that was rolled out in
many countries from the early 1990s (Dunnewijk and Hultén, 2007). GSM
replaced a first generation of cellular equipment that consisted of a plethora
of different analogue technologies. The simple services of speech and mes-
saging that this second generation allowed were enriched with a more com-
prehensive internet connection when 3G appeared in the early years of this
millennium. While 4G could be seen as a relatively straightforward improve-
ment on the third generation of mobile technology, 3G enabled a whole
range of new applications. In sum, these applications have in a very short
span of time changed most aspects of modern life, and the rollout of 3G
can arguably be seen as the event that turned mobile phones and related
infrastructures into indispensable elements of modern societies. The expec-
tations around 5G are that it will bring about changes that are as important
as those we saw for 3G. Speculations abound, but three application areas
stand out as being both technically viable and having significant potential for
disruption.

First, 5G is designed to be a single wireless communication technol-
ogy that can cover the needs of all use cases. A common situation in
any given country today is that there is one infrastructure for distribution
of mobile telephony, one for distribution of radio channels, one for dis-
tribution of TV signals, one for public safety, and yet another to cover
the needs of the armed forces. 5G is designed to be able to support the
convergence of all these different networks with different properties into
one infrastructure. This is done through a concept called ‘network slicing’
(Foukas et al., 2017). We can therefore see a future where all special pur-
pose networks are replaced with a software-based ‘network slice’ in one 5G
network.

Second, 5G is designed so that the limit on the number of connected de-
vices is practically removed. This will prepare for a future where many, or
even most, of our possessions have sensors in them and are connected to
the internet (Xia et al., 2012). This phenomenon goes by the name ‘inter-
net of things’ (IoT), and 5G is designed to be the communication tech-
nology that this phenomenon utilizes. Where the development of IoT will
lead us is at this point hard to guess. Some applications, such as intelli-
gent lightbulbs, ovens and loudspeakers are already here, but on the horizon
we can see applications including intelligent roofs and insulation in build-
ings, and milk bottles that can tell how much milk is left, what tempera-
ture it is, how old it is, and, when it is empty, whether it has been recycled
correctly.

The final standout application area is robotics and remote control. There
are several improvements in 5G that support such functions. Enhanced secu-
rity and robustness are factors, but the feature that really opens new doors is
that the latency of communication is drastically reduced from 4G to 5G. This
means that the time that passes from when a decision has been made in a
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central server until this decision takes effect in a deployed robot somewhere
will be measured in milliseconds rather than in tenths of seconds. This will
allow for applications like automated traffic control with drastically higher
utilization of roads and tracks, and with significantly fewer accidents and
casualties than we have today.

In short, as the potential of 5G is realized over the next decade or so,
5G infrastructures will take on an importance that surpasses that of any
digital infrastructure we have previously relied upon. Even if the application
areas listed above only partly come to fruition, 5G networks will be the
most critical infrastructures we have ever seen. This is why the material or
technological nature of 5G incites a more urgent security debate than was
necessary for 4G. While malicious actors could also exploit 4G networks
for espionage, the implications of this risk appear to increase significantly
with 5G, given its broader societal function. Furthermore, as 5G becomes a
backbone for new functions — remote control, IoT and automated systems
— the consequences of potential sabotage also increase.

The securitization of 5G did not have to happen. But as security experts
began to realize the critical societal function 5G could have in the near fu-
ture, and how it could be exploited by malicious actors, their arguments
gained momentum. This, combined with the broader political macrosecuri-
tization of China as one such malicious actor, made niche securitization of
5G more likely.

THE LIMITATIONS OF SCREENING

Even if the importance of 5G for societal and national security has in-
creased compared to 4G, however, does that mean that a ban on Huawei
was necessarily an appropriate remedy? In other words, could the securitiza-
tion of 5G be isolated from the broader securitization of China and Chinese
suppliers? Again, a study of the technological aspects can guide us. More
concretely, we can ask if the security concerns pointed to above could be
resolved through other means, such as screening and control of the software
in 5G networks. If such technical screening was possible, it would be irrele-
vant who the suppliers of the equipment were. In that case, securitization of
5G would be likely to fail.

Trade of tools and equipment between societies that do not trust each
other is historically commonplace. Even trade of military weaponry has
taken place between untrusted parties, but such exchanges have always been
accompanied by detailed inspections of the traded equipment. This inspec-
tion of equipment is key to understanding how such trade can take place. It
transforms the need for trust between the trading parties to a need for the
buyer to trust his/her own inspection of the traded goods. Clearly, if buy-
ers of equipment for 5G networks could fully investigate the equipment,
the same transformation would take place. Countries of the West would not
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need to fully trust the Chinese companies that built the equipment. It would
suffice for them to trust their own inspection of it.

This was the basis of the counterargument from the Chinese as the pres-
sure from the US grew. Huawei put a lot of effort into demonstrating trans-
parency in its systems and was open to investigations of its 5G equipment. In
2018, it announced the opening of an information security lab in Germany
where operators and regulators could review the source code that went into
Huawei equipment. A similar centre had already been operational in the
United Kingdom since 2010. The centre in the UK is called the Huawei
Cyber Security Evaluation Centre (HCSEC); it is owned and operated by
Huawei, and it is controlled by an oversight board that reports to the UK’s
National Cyber Security Centre (NCSC).

In 2018, however, serious concerns arose regarding the feasibility of pro-
viding security through openness. The oversight board in the UK wrote the
following in their annual report: ‘Due to areas of concern exposed through
the proper functioning of the mitigation strategy and associated oversight
mechanisms, the Oversight Board can provide only limited assurance that
all risks to UK national security from Huawei’s involvement in the UK’s crit-
ical networks have been sufficiently mitigated. We are advising the National
Security Adviser on this basis’ (HCSEC, 2018: 4). In short, what HCSEC
concludes is that a full inspection of electronic equipment is not feasible.
This conclusion is also supported by others (see, e.g., Lysne, 2018). It is a
complex topic, but let us outline some of the properties that prevent com-
prehensive investigations of electronics systems.

The first element making inspection hard is the complexity of a com-
puting system. Even though inspection of both software and hardware is
done routinely in security companies, the slow speed of manual analysis
mandates that only small fractions of a full code base are analysed. Mor-
rison and colleagues estimated that a full analysis of the Windows code
base would take between 35 and 350 mistake-free person-years, even if the
source code was available to the reverse engineers (Morrison et al., 2015).
This is made even more difficult by the fact that the operating system is
only one of many parts of the entire system. In addition to the operating
system, there is hardware consisting of multiple integrated circuits, some
of which can have billions of logic gates. There will also be an application
doing the actual work, for example, controlling distribution in a power grid.
Finally, all the analysis must be finished in a relatively short time span.
When a new version of software appears, the analysis of the software must
start from the beginning again, and it should preferably be finished before
the new version is installed in a critical system. This indicates that a full
analysis of the code base of even a simple PC is practically impossible.
This example does not represent a complete discussion of the topic at hand,
because manual code analysis is only one of several methods for analysis of
electronics. Nonetheless, it portrays the complexity that renders a complete
analysis of electronic equipment impossible.
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Software updates present a separate challenge to screening equipment
(Sanger et al., 2021). While the hardware of a device is fixed throughout the
lifetime of the product, the software will typically be replaced many times
before the device is decommissioned. The reasons for such replacements, or
software updates, are manifold. One common reason is that security holes
have been detected and need to be corrected. Another frequent motivation
is that one wants to equip the device with new functionality that was not
present at the time of shipment. Not installing software updates provided by
the manufacturer of the device is not a feasible option. Hence, it does not
suffice to trust the vendor at the time of procurement of the equipment. A
relation of trust in the vendor has to prevail throughout the lifetime of the
product. The trust that Western countries need to have in Huawei in order to
buy 5G equipment from them must therefore have a duration that lasts many
years into the future.

One obvious approach to screening equipment would be to use machine-
based techniques that have been developed to detect viruses, Trojans and
worms that can infect a previously healthy system. Successes in this field
constitute some of the finest stories in computer security. Yet, these meth-
ods fall short of solving the problem of screening a computer system
for back doors deliberately placed there by the developers of the system
themselves. The reason for this is that all of the successful methods in
this area are based, explicitly or implicitly, on comparing a potentially in-
fected system with a system that is known to be healthy (Egele et al.,
2008). While this is an effective way to detect changes to a system in-
serted by a third-party wrongdoer, it will have no effect when looking for
malicious code that is inserted by the system developer. If the malicious
code is in the product itself, there will be no healthy system with which to
compare it.

While detection of malicious code inserted by the makers of the product is
close to impossible, it is sometimes possible to detect the malicious actions
as they take place. Discovering when equipment is being exploited to con-
duct espionage, for instance, consists of detecting information leaking out
in an irregular manner. A full discussion of this topic is beyond the scope
of this article, but there are many ways by which information can leak. Our
ability to detect irregular information leaks depends greatly on their extent;
in general, higher bandwidth of leakage makes it easier to detect the leak.
Unfortunately, it is possible to leak information in ways that have proven
to be undetectable (Che et al., 2014). These methods provide low capacity,
which means that the information leak is limited to a rather slow rate, but
nonetheless, from an espionage standpoint, a lot of damage can be done
even at a very low bandwidth.

Sabotage is usually a lot easier to detect. On the other hand, it will al-
ready be too late once the damage has occurred. In some cases, sabotage is
intended to be detected as part of a deterrence strategy, or as an extortion
strategy. Sabotage can also be used to undermine competitiveness through
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means which, from the outside, are seemingly ‘technical issues’. Such sab-
otage will have the same weakness with regard to detection as espionage;
that at a larger scale it becomes easier to detect. Still, there is every reason
to assume that a resourceful adversary would be able to balance sabotage in
such a way that detectability is controlled.

In short, therefore, the technical nature of ICT and 5G systems makes
investigating such equipment at the time of purchase futile. Stopping ma-
licious functionality from entering through software updates appears to be
impossible, and we should be careful not to assume that exploitation of un-
desired functionality in our 5G equipment will always be detected.

The securitization of Huawei in 5G by the United States could therefore
draw on and refer to technical expertise. Huawei’s attempt to rebuke the
securitization by offering exceptional transparency and inspection of their
systems was insufficient to address all concerns. As previously mentioned,
this conclusion does not mean that the US could not have additional motives
for excluding Huawei from American systems — but it does demonstrate
that the security concerns expressed at the political level were in line with
the concerns expressed by technical expertise. Despite this, the US’s effort
to make Europe securitize Huawei in the same way was not straightforward.
While European states were under pressure from both Washington and
Beijing, it seems they chose a somewhat different approach, which we will
turn to next.

THE SECURITIZATION OF 5G IN EUROPE

Initially, most European states were relatively open and positive and had
good experiences with the 3G and 4G networks provided by Huawei. The
European Commission drafted an ‘Action Plan’ for 5G in 2016, but safety
and security were not really evaluated in the document. Instead, the empha-
sis was on the strategic opportunity 5G represented, and the need for Europe
to be prepared for 5G (European Commission, 2016). However, a gradual
securitization of 5G did take place in many European states, with warnings
coming from security officials, intelligence services and technical experts.
As a result, the European Union (EU) also became part of the securitiza-
tion discourse. In 2019 the European Parliament wrote a report on ‘Security
Threats Connected with the Rising Chinese Technological Presence in the
EU’ (European Parliament, 2019). As we see from the title, in this document
it was China more broadly that was securitized, with 5G being one factor.
However, on the same day, the European Commission presented a document
entitled ‘EU–China: A Strategic Outlook’ in which China was described as
‘simultaneously, in different policy areas, a cooperation partner’, ‘a negoti-
ating partner’, ‘an economic competitor’, and ‘a systemic rival’ (European
Commission, 2019a: 1). In other words, while recognizing the differences
between China and the EU in values and governance, the EU was simulta-
neously seeking a more balanced (i.e. less securitized) approach to China
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than the US. Later that year, the European Commission for the first time
recommended that member states take concrete steps to assess the cyber-
security risks of 5G networks and strengthen risk mitigation measures (Eu-
ropean Commission, 2019b). However, here the focus was limited to 5G;
China was not mentioned.

At the same time, the Trump administration initiated a broad international
campaign to securitize Huawei and Chinese telecoms technology in gen-
eral (Reuters, 2019). The aim was to make other countries ban Huawei and
other Chinese suppliers from their 5G and other ICT networks. The lan-
guage was firm. For instance, during a trip to Italy in 2020, then Secretary
of State Mike Pompeo called Huawei’s investments ‘predatory actions’. Fur-
thermore: ‘Their investments are not private because they are subsidized by
the (Chinese) State. Hence they are not transparent, free, commercial trans-
actions like many others but they are rather carried out to the exclusive ben-
efit of (China’s) security apparatus’ (Reuters, 2020a).

In addition to diplomatic tools, the aforementioned Clean Network ini-
tiative was elevated by the State Department to an international collab-
oration network, with a number of countries, telecoms companies and
suppliers throughout the world listed as participants. In this context, in
2019 and 2020 the US State Department initiated a series of ‘Joint Dec-
larations on 5G Security’ with allies in Eastern and Central Europe. All
NATO countries in this part of Europe, except Hungary, signed such agree-
ments (LRT English, 2020; Republic of Slovenia, 2020; Reuters, 2020b;
Romania Insider, 2020; US Department of State, 2020b, 2020c, 2020d;
US Embassy in Estonia, 2019; White House, 2019). Furthermore, in the
western Balkans, North Macedonia signed a similar declaration, Kosovo
signed a Memorandum of Understanding, and in 2020 Albania stated its
intention to join the Clean Network initiative (Taylor, 2020; US Depart-
ment of State, 2020e, 2020f). Serbia also made a number of pledges re-
lated to 5G (Ruge and Vladisavlej, 2020). Many of these countries are
also members of China’s Belt and Road Initiative. The fact that no West-
ern European states were asked to sign similar joint declarations makes
one suspect there is an element of geopolitical rivalry at play, for influ-
ence in presumably less consolidated democracies. For instance, in May
2021 a bipartisan bill was introduced in the US Congress to help fund 5G
infrastructure in Eastern Europe, ‘to develop international 5G standards
that favor democratic institutions, not further authoritarianism spread by
China’, as the bill’s sponsors Marcy Kaptur and Adam Kinzinger put it
(RFE/RL, 2021). The language in the US thus remained explicitly anti-
Chinese, while the joint declarations with the Europeans did not refer to
Huawei or China. In other words, the Europeans seem to have avoided a
macrosecuritization of China, while joining the US in the niche securitiza-
tion of 5G. Hence, in the joint statements generic terms were used, such
as commitment to ‘exclude high-risk vendors’ from the construction of 5G
networks.
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The Prague Proposals

Such a differentiated approach to China was in line with the ‘EU–China: A
Strategic Outlook’ document (European Commission, 2019a), but also with
an approach developed explicitly in relation to 5G, which first emerged at a
conference in Prague in May 2019. The purpose of this conference was to ar-
rive at a set of recommendations on how to introduce 5G networks securely.
In addition to European states, the US, Israel, Australia, New Zealand, Japan
and South Korea participated, with 32 countries in total. The resulting docu-
ment, The Prague Proposals (2019), lists 20 principles the countries should
adhere to when rolling out their 5G networks. It states that: ‘Every country
is free, in accordance with international law, to set its own national security
and law enforcement requirements, which should respect privacy and adhere
to laws protecting information from improper collection and misuse’ (ibid.:
3). But it then adds:

The overall risk of influence on a supplier by a third country should be taken into account,
notably in relation to its model of governance, the absence of cooperation agreements on
security, or similar arrangements, such as adequacy decisions, as regards data protection,
or whether this country is a party to multilateral, international or bilateral agreements on
cybersecurity, the fight against cybercrime, or data protection. (ibid.)

As we can see, neither China nor Huawei are mentioned, but the references
to ‘model of governance’ and absence of security cooperation appear to
point to non-democratic and non-Western countries, such as China. This
attempt to decouple the 5G debate from the broader American macrosecu-
ritization of China was probably welcomed by European states who were
uneasy about aspects of the global rivalry between the US and China.
The fact that the United States and most Western countries agreed on the
Prague proposals contributed to discussions that resulted in concrete secu-
rity solutions. Questions about the US’s ‘real’ motivation, trade policies
and global rivalry could be left aside. Hence, by focusing on the tech-
nical challenges and principles, solutions could be found that were less
likely to be securitized. Still, the 20 principles needed to be operationalized
further.

The EU 5G Toolbox

In October 2019, the EU published a report assessing cybersecurity risks
in 5G networks (NIS Cooperation Group, 2019). It stated that state actors
represent the most significant threat and that several EU members had iden-
tified ‘certain non-EU countries’ as a particular threat to their national in-
terests. Thus, China is not mentioned in words but, quite clearly, this can be
read between the lines. Furthermore, the report emphasized diversification
— in that one should not become dependent on only one supplier — to be
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resistant to errors and disturbances. Then, in January 2020, the European
Commission published a so-called ‘toolbox’, the purpose of which was to
identify some common measures that could reduce the most severe digi-
tal threats to 5G networks (NIS Cooperation Group, 2020). China is not
mentioned here either, and the toolbox includes all kinds of risks, not just
government intrusion. Nevertheless, it states that governments can impose
restrictions and exclude suppliers they consider to be a risk to critical func-
tions.

Importantly, these are only recommendations, and although the EU mem-
ber states should report the implementation of the recommendations in the
toolbox, this is still voluntary. Thus, the various EU initiatives helped the
countries implement adequate security in the new 5G networks but left
it to each country how they would handle China and Huawei. However,
most seem to have chosen an approach similar to that of the EU; nei-
ther countries nor vendors are mentioned explicitly in 5G regulation, but
the Chinese company could still be excluded entirely or partially based
on security assessments and the need for diversification. The aforemen-
tioned East European joint declarations with the US were therefore in
line with both the Prague Proposals and the EU toolbox, but these docu-
ments may have assisted the Europeans in finding a less confrontational ap-
proach towards China. In short, 5G was securitized, but China and Huawei
were not.

European Solutions

The Prague Proposals and the EU toolbox thus provided European states
with a range of solutions that they could use to enhance 5G security with-
out unnecessary macrosecuritization of China. Nonetheless, further national
legislation and regulations were necessary to guide telecoms providers in
their processes of selecting 5G vendors. Poland, for instance, emphasized
the non-technical part of the Prague Proposals and stated that it would con-
duct a ‘rigorous evaluation’ of suppliers based on the ownership structure
and ethical corporate behaviour of vendors (White House, 2019).

Another approach envisaged in these documents was to prohibit procure-
ment of products manufactured in countries with which the host country did
not have formalized security cooperation agreements. This approach effec-
tively prevented the inflow of Chinese products, but opened up the market
to non-NATO countries, such as Sweden and Finland, home to Huawei’s
main competitors, Ericsson and Nokia. Another potential measure was to
impose geographical limitations on the 5G radio access network, making
sure that particularly sensitive areas, such as military bases or government
offices, would not be within reach of antennas produced outside the West.
Yet another variant was to limit the percentage of the network that could be
produced in countries without security agreements.
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Norway, for example, declared in 2019 that a minimum 50 per cent of
the 5G base stations should be delivered from countries with which it has
security cooperation (Government of Norway, 2019). This decision was
based on a new Security Act passed the previous year. The government was
also keen to stress that it was up to the telecoms providers to choose their
vendors, not the government. This approach probably diverted external po-
litical pressure from the authorities to the telecoms providers, thus reducing
the chances of securitization of China. The result of the 50 per cent rule was
nonetheless that none of the telecoms companies chose Huawei as their 5G
supplier, despite having Huawei in their existing 4G networks.1 Having sev-
eral vendors in the same network would probably have been both expensive
and technically challenging. Importantly, there were no public complaints
from Huawei or China over this solution.

The UK initially chose a similar solution. In January 2020, the UK gov-
ernment granted Huawei a limited role in the non-core elements of its 5G
network. Up to 35 per cent of the base stations could be supplied by Huawei,
with the exception of those near high-risk sites, such as nuclear facilities and
military installations (UK Government, 2020a). Predictably perhaps, the US
government strongly opposed the British decision. US Secretary of State,
Mike Pompeo, called it a ‘momentous decision’ (Parker et al., 2020a).

Then, a few months later, the UK government made a 180 degree turn and
decided not only to ban Huawei from 5G, but also to rip out any equipment
from earlier generations of telecoms (UK Government, 2020b). The reason,
they said, was because Huawei was now on the aforementioned US Entities
List barring it from using US technology or software in its systems. This, it
was argued by British security agencies, significantly reduced the security
of Huawei equipment since Huawei would have to secure its components
from elsewhere (Helm, 2020). Cynical observers argued that the sudden
British change probably owed more to political pressure than to a new secu-
rity assessment (Parker et al., 2020b). This was certainly the interpretation
of Huawei and China which both responded angrily. Liu Xiaoming, China’s
ambassador to the UK, tweeted that ‘it has become questionable whether
the UK can provide an open, fair and non-discriminatory business envi-
ronment for companies from other countries’, and warned that there would
be ‘consequences’ if Britain started to treat China as a ‘hostile country’
(ibid.).

Another country that received strong reactions from China was Sweden.
On 20 October 2020, the Swedish Post and Telecom Authority issued a
statement about the forthcoming 5G spectrum auctions. There it noted that:
‘New installations and new implementation of central functions for the radio
use in the frequency bands must not be carried out with products from the

1. Norway’s leading telecoms provider, Telenor, chose Ericsson as its 5G vendor, but stated that
it would continue to use Huawei to ‘upgrade to 5G coverage in selected areas of Norway’
(Telenor, 2019).
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suppliers Huawei or ZTE’ (PTS, 2020). The reason was ‘to ensure that the
use of radio equipment in these bands does not cause harm to Sweden’s secu-
rity’ (ibid.). Unsurprisingly, such an explicit ban of Huawei and ZTE imme-
diately became a hot political issue. Huawei appealed to the courts, but the
case was dismissed (Reuters, 2021). The Chinese government accused Swe-
den of violating World Trade Organization rules and using ‘so-called na-
tional security justifications to reject Chinese companies’ and made it clear
that China would ‘take all necessary measures’ in response (Lau, 2021).
Interestingly, Ericsson Chief Executive Börje Ekholm also criticized the
Swedish government, possibly fearing retaliatory moves by China against
Ericsson’s investments there (ibid.).

In Germany the 5G debate has been long and fierce but may come to
a close in 2021. A new IT Security Law is under preparation which does
not explicitly ban any vendor but requires a 30-day technical and political
screening period. As discussed above, one may question the utility of such
a technical screening, but the political screening may offer a way to prevent
untrusted vendors gaining access to the network. However, apparently the
law ‘only allows for the exclusion of a vendor if all involved authorities are
unanimous in their decision to enact a ban’ (Thomas, 2021). This means
that it is necessary for policy makers to reach a unified decision, or else the
supplier would by default be allowed to participate in the 5G rollout (ibid.).
This may result in Huawei equipment in German 5G networks after all, pro-
vided that the telecoms companies want it. However, the businesses may
still choose to be on the safe side, even if the political will to put restrictions
on Chinese products has been more muted in Germany compared to many
other European states.

The French position is officially neutral. There is no explicit ban, but the
French cybersecurity agency, ANSSI, stated in 2020 that it was ‘inciting’
operators not to choose Huawei (Reuters, 2020c). Countries that were ini-
tially positive towards Huawei, such as Portugal, also appear to have changed
their minds; their telecoms providers reported in 2020 that they had decided
against Huawei in their 5G networks (Reuters, 2020d). The Portuguese gov-
ernment stressed that it had ‘not drawn any conclusions directed against any
particular supplier’, but the result is nonetheless the same (ibid.). In short,
the predominant pattern in Europe seems to be that Huawei have lost the
5G battle, with some exceptions.2 But few states have followed the US and
securitized Huawei and China by explicitly prohibiting Huawei in their net-
works. The majority seem to have used discreet regulatory measures and
signalled their security concerns more or less officially to their telecoms
branches. In this way it seems that Europe has succeeded in securitizing 5G
without securitizing Huawei and China.

2. Hungary, for instance, has opened up for substantial Chinese investments and has no plans
to exclude Huawei (Paszak, 2020).



1190 Karsten Friis and Olav Lysne

CONCLUSION

In this article we looked at how the US’s macrosecuritization of China,
and the accompanying niche securitization of Chinese telecoms and 5G,
emerged and evolved, both domestically and in Europe. We investigated
whether there was something particular about 5G that distinguished it from
previous generations of cellular networks, thus making it more suscepti-
ble to securitization. We argued that the technological features of the 5G
technology, combined with the expected central role it will play in Western
societies, do make it more likely to be securitized compared to previous gen-
erations of cellular networks. Further, we asked whether the ban on Chinese
companies such as Huawei was an appropriate remedy, or whether screening
of the products could be an alternative solution. We concluded that screen-
ing or similar control mechanisms would not address the main concerns that
securitizing actors have raised, such as espionage and sabotage. 5G security
could therefore not be resolved at the technical level alone but was likely to
be securitized also on the political level.

However, we also found that Europe has, to a large extent, chosen a
somewhat different approach to the US. While European states also secu-
ritized 5G, they largely limited it to the legal-political aspects and avoided
an explicit securitization of Chinese companies. In this way, European states
achieved enhanced 5G security without confronting China more broadly. In
other words, they subscribed to the American niche securitization of 5G, but
avoided the broader macrosecuritization of China. Interestingly, those that
securitized Huawei and explicitly banned the company from 5G networks
(the UK and Sweden) seem to have paid a political price for it in terms of
Chinese responses to their actions. In effect, securitizing Huawei implied
also securitizing China. The rest of Europe seems to have avoided this, even
if the presence of Chinese 5G equipment on the continent appears to be very
limited.

The article also aimed to contribute to the academic exploration and
evolution of securitization theory. We have demonstrated the importance
of understanding material or technological factors when studying the se-
curitization of complex technology. The technological features of 5G did
provide the securitizing actors with some strong arguments — even if
they in no way determined the outcome of the securitization. Our dis-
cussion of the technological features also demonstrated that the counter-
argument launched by Huawei (proposing transparency and screening) was
unlikely to convince the other side to desecuritize 5G. This demonstrates
the utility of interdisciplinary research. The article has also contributed
empirically to the underexplored concept of macrosecuritization: the Eu-
ropeans chose a somewhat different approach to their biggest ally, the
USA, a finding which supports Buzan and Wæver’s (2009) point that
macrosecurizations are more fragile than mid-level securitizations tend
to be.
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The securitization of 5G in the West, as explored here, may serve as an
indicator of how security relations between China and the West will evolve
in the years to come. Many observers argue that an increasingly divided or
decoupled world is emerging, in which Western states rely on solely intra-
Western supply chains and China relies on non-Western sources (Inkster,
2020; Rühlig and Björk, 2020). In general, relations between China and the
EU appear to be souring, as the authoritarian aspects of the Chinese Com-
munist Party gain increased attention in Europe. Suspicion, exchanges of
sanctions, and failures of trade and investment agreements seem to domi-
nate the agenda (Ni, 2021). At the same time, however, the Biden admin-
istration has indicated a somewhat more nuanced approach to China than
the Trump administration. In his first meeting with NATO allies, US Sec-
retary of State Antony Blinken stated that ‘The United States won’t force
our allies into an us-or-them choice with China’ (Bloomberg, 2021). Over-
all, the picture appears to be mixed: future relations between the West and
China may therefore consist of an overarching value-based macrosecuriti-
zation, combined with more concrete niche securitizations in specific sec-
tors, such as property, infrastructure and digital technology. In any case,
securitization is likely to remain a central part of the relationship going
forward.
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