
PO
LI

CY
 B

RI
EF

 –
 6

 / 
20

21
 

Digital technology and development
Part 1 of 4 in the series: Digital technology and international politics
 Erik Kursetgjerde and Niels Nagelhus Schia

RECOMMENDATIONS
•	 While the African Union is a relevant actor for coor-

dinating and facilitating actions aimed at address-
ing cyber-related issues, assistance is needed from 
countries with a presence in the region that have 
high levels of digital competency.

•	 It is mutually beneficial for active donors with high 
digitalization competencies, such as Norway, to 
partner with sub-Saharan African countries in cyber 
capacity building. This can be done via the develop-
ment aid network, and will also provide access to 
fast-growing digital markets.

•	 Norway has a specific focus on digital transforma-
tion within its development policy, the aim being to 
assist developing countries in taking full advantage 
of digital technologies1.  Helping countries strength-
en their digital capacities and national autonomy 
will also facilitate the development of transparent 
value chains, which in turn can help support human 

rights and freedom of speech, as well as highlight 
issues of modern slavery.

•	 To gain effective reach, awareness-raising and 
capacity-building efforts must be applied across 
multiple initiatives. Here, particular focus should 
be placed on children, teachers, researchers, deci-
sion-makers and private sector actors.

•	 The internet is only as strong as its weakest link. 
States and other relevant actors must ensure that cy-
berspace and the digital infrastructure it is reliant on 
are robust enough to meet an ever increasing threat 
profile. Here, the Cybersecurity Maturity Model for 
Nations (CMM)2  offers a useful example of the steps 
states can take in understanding what works and what 
doesn’t when it comes to cyber capacity building.

•	 Support must be provided to bolster regional capaci-
ty-building partners if cyber capacity building across 
sub-Saharan Africa is to be strengthened.3
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Digitalization and cybersecurity as new global challenges
Increasingly, the global challenges posed by digitalization 
and cybersecurity are emerging as central to the organiza-
tion of development assistance – with consequences for 
billions of people in the developing world. The distribution 
of digital technology and connectivity is occurring at an 
unprecedented pace, offering new opportunities and con-
tributing to economic growth across the world. While de-
velopment agencies and donor countries are utilizing such 
opportunities as a vehicle for achieving the Sustainable 
Development Goals (SDGs), new societal vulnerabilities are 
arising alongside them. These vulnerabilities have signifi-
cant implications in terms of – among other things – free-
dom of speech, human rights, and modern forms of slavery. 
This is especially the case in those countries currently mak-
ing the leap into the digital age, where there is a pressing 
need for knowledge, education, institution building and ex-
perience sharing. Sustainable growth through digital tech-
nology is dependent on analogue foundations, with donor 
countrieshaving an important role to play through develop-
ment assistance and capacity-building mechanisms. With 
this in mind, this article  looks at the rapid growth in in-
ternet usage in sub-Saharan Africa and its implications for 
governance, cybersecurity and development in the region.

The unprecedented pace of internet usage growth
Over the past couple of decades, the number of internet us-
ers in sub-Saharan Africa has risen significantly. In 2009, 
just 4.4% of the population in sub-Saharan Africa were using 
the internet; by 2019, this had increased to 26%.4 Angola, for 
example, had only 30,000 internet users out of a population 
of 16.4 million at the end of 2000, a figure that had grown to 
almost 9 million users out of a population of nearly 33 mil-
lion in 2019. The Seychelles, meanwhile, went from 14.5% 
of individuals using the internet in 2003 to 79% in 2019.
 
Such examples point towards the unprecedented pace of 
internet usage growth in the region. While this growth is 
impressive, major disparities exist both between coun-
tries and within them (particularly between urban and ru-
ral areas). In South Africa, over half the population have 
internet access, while numbers suggest only around 10% 
of the population in the Central African region has access 
– in the Central African Republic, for example, just 4% of 
the population were using the internet in 2016. Internet 
access outside major urban centres is limited, with lack of 
access to electricity a major barrier to those living in the 
most impoverished countries and rural areas. Other obsta-
cles to meaningful access include the cost of devices, low 
digital literacy and data prices.
 
The average internet user in sub-Saharan Africa uses their 
mobile phone for connectivity and as their bank account, 
with most of the region’s countries having gone from al-
most non-existent connectivity to widespread 3G/4G/5G 
mobile internet coverage. Such usage is mostly driven 
by a lack of infrastructure, which makes it difficult to de-
velop and maintain broadband connections, an issue 
that restricts the traditional financial infrastructure used 
by banks. Despite the relatively low overall numbers for 
internet usage in sub-Saharan Africa, numbers for 2019 
showed that 49% of the region’s population was within 
the footprint of a mobile broadband network.5

In sub-Saharan Africa, as with the rest of the world, the 
COVID-19 pandemic has impacted information and commu-
nications technology (ICT) services. Preliminary research 
shows an increased dependence on digital infrastructure 
and increased digitalization of services – though these 
trends were already in evidence prior to the emergence of 
COVID, the pandemic has accelerated them still further. 
However, while internet connectivity can be seen to speed 
up economic growth and provide business, trade and 
commerce opportunities, a number of key issues remain 
to be addressed. In particular, international reports have 
highlighted several sub-Saharan Africa countries as being 
among the most affected by global cybercrime.6 Generally, 
the region is viewed as a safe haven by cybercriminals and 
other malicious actors due to a lack of relevant regulations 
and laws, low cybersecurity awareness among the popula-
tion, a lack of resources for cybersecurity measures, and 
the limited number of cybersecurity professionals.7 The sit-
uation is further complicated by the rapid increase in the 
number of internet users, which has created challenges 
both in terms of adequate infrastructure development and 
in installing appropriate regulatory structures.
 
Efforts have been made to address these issues, includ-
ing an increase in budgets related to cybersecurity, a shift 
in perspective towards deterring malicious actors, and a 
greater focus on awareness-raising, with organizations 
impressing on users the need to be vigilant. Moreover, the 
African Union (AU) has launched various initiatives aimed 
at addressing cybersecurity. Even so, the fact that cyber-
space is a borderless domain means that comprehensive 
domestic strategies, combined with regional and interna-
tional cooperation, are required to manage the negative 
impacts of increased digitalization.
  
If appropriate regulations and security frameworks are not 
put in place to secure the cybersecurity of digital infrastruc-
ture in sub-Saharan Africa, there is a risk that the region’s 
ICT boom could actually impede economic growth, thereby 
undermining progress among some of the world’s poor-
est countries towards the SDGs. Turning new regulations, 
frameworks and laws into practice, however, requires sub-
stantial awareness-raising efforts and digitally competent 
bureaucracies. Given this, it is vital that countries in the 
region take the opportunity to invest in education and re-
search that will strengthen their cyber capabilities.

Internet governance, the African Union, and how best to 
cope with rapid digitization
International frictions on how the internet should be gov-
erned represent a complicating factor in addressing the is-
sues raised above. Ideological divisions between great pow-
ers on standardization of data protection and internet usage 
make it difficult for sub-Saharan states to press their cy-
ber-policy positions on the wider international stage, where 
power politics often comes into play. For this reason, a more 
regional approach appears to be the more fruitful avenue, 
with the AU playing the role of facilitator and key actor.
 
The AU has already played an agenda-setting role when it 
comes to international cooperation within the cyber do-
main, encouraging information-sharing and the sharing 
of best practices between states, and putting the focus 



3

Policy Brief [ 6 / 2021 ]

on wider cybersecurity challenges. Unfortunately, a lack 
of compliance from AU member states has hampered pro-
gress in this arena, with negative knock-on effects for 
sub-Saharan economies – ultimately, it is member states 
who decide how to interpret conventions and implement 
laws at a national level.
 
The 2001 Budapest Convention on Cybercrime has been 
discussed as a possible measure that could be imple-
mented in African countries. However, only a handful of 
sub-Saharan countries (Cabo Verde, Mauritius, Ghana and 
Senegal) have ratified the convention, which is perhaps 
unsurprising given that countries from the region were 
not involved in negotiations. Other voices have raised the 
prospect of an Addis Ababa Convention organized and co-
ordinated by the AU. However, given there is already an 
AU Convention on Cyber Security and Personal Data Pro-
tection, which only a few countries have ratified, the likeli-
hood of such a process succeeding is uncertain at best. A 
number of reasons have been offered regarding the lack of 
support thus far for the AU Convention, the most obvious 
of which is a lack of understanding of digitalization and its 
consequences, which feeds into a lack of political will.8

  
Such trends have the effect of limiting the digital sovereign-
ty enjoyed by these countries, which in turn opens up econ-
omies in the region to further exploitation by multination-
al companies and powerful states, and, through a lack of 
transparency, enables modern slavery. An example is Face-
book’s Free Basics initiative, which provides limited inter-
net access free of data charges. As well as challenging the 
net neutrality principle , a number of data protection issues 
arise, especially as most countries in sub-Saharan Africa 
have little or no regulation in place. By contrast, countries 
in Europe have had data protection high up the agenda for 
over a decade, as evidenced by the European Union (EU)’s 
General Data Protection Regulation (GDPR). Moreover, the 
EU’s proposed Digital Markets Act (DMA) and Digital Servic-
es Act (DSA) aim to target the lack of competition in digital 
markets and ensure transparency and consumer protection.

The severity and complexity of the digital challenges faced 
by countries in sub-Saharan Africa is highlighted by the 
fact that developed, highly digitized countries in Europe 
are struggling with many of the very same issues. Given 
this, drawing on European and international experiences 
may provide grounds for optimism in an African context, 
as they can be used to inform the building of new insti-
tutions and regulations, thereby providing a head-start in 
the race for digital development.
 
Within the sub-Saharan region, Kenya, Rwanda, South Afri-
ca and Mauritius have been rated with high legal, technical 
and organizational competencies in the cyber domain. Oth-
er African countries should therefore work with these states 
to establish a convention aimed at mitigating cybercrimes. It 
is the countries with the weakest cybercrime laws that have 
suffered the greatest losses to their economies , relative to 
their gross domestic product (GDP). An example is Nigeria, 
which has experienced 500 million USD in losses suffered 
annually by cybercrime. Therefore, they should be included 
and assisted in relevant discussions at a much larger scale.

Another reason countries are paying insufficient atten-
tion to cybersecurity policy is that they lack the means 
to evaluate the damage done to their economies. While a 
cybercrime incident may be reported in the media, there 
is rarely if ever any follow up quantifying how much was 
lost in terms of down-time, missed opportunities, ransom 
payments or cost of restoration.
 
One means of moving cybersecurity up the agenda in 
the region is through international cooperation. Countries 
across the globe have – or should have – a significant in-
terest in assisting other countries with their cybersecuri-
ty, as the internet is only as strong as its weakest link. A 
country with weak digital infrastructure and security may 
be used as a proxy by other states or actors to launch cy-
beroperations. Thus, if one does not ensure that cyberse-
curity capacity exists across all states, there is a risk of 
a vacuum being created within which foreign actors can 
easily and with impunity conduct malicious cyberopera-
tions. Furthermore, the country used as a proxy will likely 
be blamed either for the cyberoperation itself or for hav-
ing failed to secure its digital infrastructure.
 
Conclusions
Many sub-Saharan Africa states are struggling to keep up 
with the development nexus of growing economies and in-
creased connectivity, and as such face significant challeng-
es in handling the digital domain. The Cybersecurity Capac-
ity Maturity Model for Nations (CMM) is one model aimed at 
helping states understand what works, what doesn’t, and 
why, when it comes to cybersecurity capacity building.9 Ap-
plying the framework provides governments and enterpris-
es with a tool that can assist in adopting relevant policies 
and making investments that enhance cyber safety and se-
curity, while also respecting citizens’ human rights, such as 
privacy and freedom of expression. Doing so will ultimately 
benefit the states involved by improving the resilience of 
their cyber governance and cybersecurity systems.
  
Cyber capacity building aims to build functioning and 
accountable institutions that can respond to cybercrime 
and improve a country’s cyber resilience. Countries with 
weak cybercrime laws are suffering significant losses 
to their economies as a result, and so efforts should be 
made to include and assist them in relevant discussions. 
In this regard, CMM offers an excellent platform to de-
velop knowledge and understanding, with the failure 
thus far of the Budapest Convention on Cybercrime and 
the AU Convention on Cyber Security and Personal Data 
Protection explainable by a lack of comprehension as to 
preferred policy or the urgency of action.
  
In supporting implementation of the CMM recommenda-
tions, there is great potential for donor countries to build 
up digital competencies in countries receiving develop-
ment assistance – while also gaining access to an emerging 
market. Such an approach would be very much in line with 
current development policy priorities in donor countries. 
McKinsey projects Africa’s e-commerce market will reach 
US$75 billion by 2025 , and that the internet will foster 
a US$300 billion increase in the continent’s GDP through 
increased productivity in sectors such as finance, agricul-
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ture, education, health, retail and government10. The inter-
net of things (IoT) holds great potential for the region given 
that it allows for the leapfrogging of infrastructure-reliant 
communications – as such, countries should in theory be 
able to adopt IoT solutions at a faster pace.
 
Many countries in sub-Saharan Africa have already started 
down the path of building up digital competencies, with 
universities launching initiatives aimed at training young 
Tas   and PhDs in cybersecurity. Similar courses on the con-
nections between digital technology, policy spaces and 
impacts on society (including on human rights and free-
dom of speech) are, however, lagging. In terms of capacity 
development, cybersecurity is seen as a technical area – 
as a consequence, both academia and organizations have 
failed to prioritize policy and strategy. In the private and 
public sectors, cybersecurity is generally subordinated 
under IT, or under the risk office. Within the government 
policy space, it is often the case that there is no dedicat-
ed person dealing with cybersecurity policy issues, only 
technically oriented personnel who are for the most part 
unfamiliar with policy development.

As such, there is a great need for dedicated national cy-
ber programmes. These can be developed alongside donor 
partners, such as Norway, and supported through devel-
opment budget allocation. Countries with digital resources 
and e-governance experience should also push for greater 
acceptance of cybersecurity as a development issue within 
the broader development community. This would help fos-
ter common understanding and enable the putting in place 
of a framework robust enough to deal with the emerging 
cyber challenges faced by different stakeholders.

The International Telecommunication Union (ITU) Global 
Cyber Security Index (GCI) supports the claim that most 
sub-Saharan countries – Kenya, Mauritius, Rwanda and 
South Africa excepted – have low levels of cyber maturity. 
This holds true across the full spectrum of the index, from 
governance levels to responsiveness and development. Cy-
bersecurity below the poverty line therefore equates to a 
scarcity of resources relative to the scale of threat. At pres-
ent, few African states have a national cybersecurity strat-
egy or the necessary policies and laws in place to deal with 
cybersecurity and data protection. In terms of addressing 
this, the UK’s Foreign Secretary, Dominic Raab, recently 
announced a £22 million investment aimed at strengthen-
ing cybersecurity resilience in developing countries in Afri-
ca and the Indo-Pacific. Norway, meanwhile, has signalled 
its intention to strengthen support for cybersecurity capac-
ity building (including institution building, rule of law and 
digital infrastructure) in developing countries.11

The rising number of cyberoperations targeting countries 
in sub-Saharan Africa highlights the importance of a com-
prehensive approach to meeting cyber threats to the re-
gion. Unfortunately, both the private and public sectors 
are only just beginning to identify and respond to this 
development. African governments need to take urgent 
steps towards increasing their cybersecurity capabilities 
through formulating national strategies and policies, and 
creating CIRTs (Computer Incident Response Teams) that 
meet international standards. In embarking on this pro-
cess, it will be necessary to go beyond merely using ex-
pertise and practices taken from abroad – standards rele-
vant to the region’s cultural and societal contexts must be 
developed if long-tern success is to be achieved.
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